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1.1 FOREWORD

The Technical Reference Model (TRM) is a critical component of the Infrastructure
Platform profile, which describes the various infrastructure views within the Customs
Enterprise Architecture. The TRM allows designers, developers, and users to agree on
definitions, have a common understanding of the services to be provided, and identify
and resolve issues affecting interoperability, portability, and scalability.

The TRM is presented as a hierarchical structure and organized at three levels: Service
Area, Domain and Sub-domain. Service areas are groupings of similar domains.
Domains are the primary components within the TRM and are assigned domain owners.
Sub-domain is the category which contains the products and strategies. The product
expertise is maintained by the subject matter experts.

The TRM structure and standards will be co-managed by the TAG and TRC with TAG
playing an admin/architect role while the TRC will have more of a governance role. TAG
will publish the TRM standards on an enterprise-wide basis. The domain owners and
the subject matter experts will work with TAG to keep the domain and sub-domain
standards current.

Customs has implemented architecture processes within the EA for:
• Assessing the technical compliance of a project by determining if it conforms to

TRM standards and requirements
• Formalizing the exception/waiver request process
• Reviewing existing and developing new TRM standards on a continuos basis

By dedicating resources to manage and implement  the TRM and by institutionalizing
architecture processes that will ensure compliance to the TRM standards, Customs is
making a significant commitment that the TRM will play a very critical role in guiding the
technology investments that will be made within the Agency.

The TRM-relevant materials presented in this introductory guide have been extracted
from the Enterprise Architecture Blueprint.
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1.2 CUSTOMS ARCHITECTURE PRINCIPLES

Customs architecture principles are the enduring, abstract or high-level rules and
objectives that govern IT architectural decisions within Customs.  They reflect
compliance with both the Treasury and the CIO Federal architecture guidelines.
1. Information-processing activities shall comply with applicable laws, orders and

regulations.
2. Business objectives must be well defined before initiating information technology

solutions.
3. Total business value is the primary objective when making information technology

decisions.
4. Enterprise architecture is an integral part of the Investment Management Process.
5. Architectural decisions shall maximize interoperability and reusability.
6. Customs enterprise architecture should take advantage of standardization based

on common functions and customer requirements.
7. The divisions of the Customs Office of Information Technology should collaborate

to provide the information, data and infrastructure required by the business units.
8. Business and information technology requirements should adopt commercial off-

the-shelf technology rather than customized or in-house solutions.
9. Information and infrastructure are vital Customs assets that must be managed,

controlled and secured.
10. Enterprise Architecture should be consistent with Customs guidance and strategic

goals.

1.3 ROLE OF CUSTOMS EA
The role of Customs EA is to enable the following:

•  Faster response to changing business needs:
– Architecture has readily available blueprints on current IT environment.
– Senior decision-making can progress faster with lengthy fact-gathering

minimized.
– Integrated solutions are easier to visualize.
– Blueprints readily highlight overlooked or missing information, which

translates into Customs opportunities for IT solutions.
•  Knowledge base:

– Architecture framework provides Customs with a readily available pool of
knowledgeable IT resources for quick and informed decision-making.

•  Technical reference model with approved key technology standards:
– Clear economies of scale across Customs.
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– Resource-sharing highlights common areas.
– Market research of emerging technologies is shared enterprisewide.
– Attention is often concentrated on “bleeding edge” technology; this has

resulted in wasted time and effort.
– The architecture focuses on proven market technologies.

The role of  Customs EA is to support the following:
•  IT capital investment planning

– Defines a target direction for future IT acquisitions—for both application
systems and infrastructure.

– Facilitates Customs capital investment decision-making.
•  The architecture and the IMP now act as an integrated process

– No funding or approval to proceed without architecture compliance.
– A waiver/exception process will be administered by the TAG.
– The governance mechanism incorporates roles from all levels of the Customs

organization—domain owners, business information technology
representatives/business interface representatives (BITRs/BIRs), TAG, TRC,
ITC and the IRB.

– The IRB is the ultimate approval body.
•  The architecture processes, roles, methodologies and blueprints must facilitate

decision-making
– Provides a repository of information.
– Enables the impact of changes to be assessed.
– Helps in balancing long-term business goals with short-term IT development.
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1.4 TECHNOLOGY ARCHITECTURE MANAGEMENT ROLE-BASED ORGANIZATION
MODEL

Customs has developed a set of architecture processes, identified as numbers 5-7,
directed toward the management, assessment and governance of the technical
architecture.

These processes utilize the TRC group as the primary decision-making body for the
introduction of new or revised standards into Customs technical reference model (TRM).
Domain owners and subject matter experts are assigned by the TRC members from
their own management structures to provide evaluation skills and technical expertise
relating to their areas of competency within the OIT organization model.
Three distinct roles have been developed for members of the TAG staff to play in the
conduct, management and administration of these architecture processes.

 Roles

•  Technology Review Committee (TRC)
•  Technology Architecture Group—Architect (TAG-Architect)
•  Technology Architecture Group—Administration (TAG-Admin)
•  Technology Architecture Group—Audit (TAG-Audit)
•  Domain Owners (DOs)
•  Subject Matter Experts (SMEs).

 Architecture Processes
5. Assess Waiver/Exception Request
6. Conduct Standards Review
7. Perform New Standards Development.
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Technology Architecture Management Role-Based Organization Model

TRC

TAG Architect

Domain
Owner

TAG
Admin

Subject
Matter
Expert

Skills:
• Strong communication skills; facilitation and

technical expert for each service area.
• Solid understanding of the technologies involved;

solid working understanding of the current
Customs IT strategic plan,  EA and infrastructure
environment.

• Solid analytical skills (ability to use tools to
support analysis process).

• Ability to prioritize and manage multiple projects.
• Strong understanding of the core business

process areas; solid understanding of the
Customs EA repository and its associated tools.
strong architecture development and
maintenance experience.

Reporting
Communication

Relationship Key:

Skills:
• Relating to their domain(s):

– Solid understanding of the Customs EA
architecture.

– Solid expertise in the technology areas
being considered.

– Solid understanding of the goals and
objectives of the Customs IT strategic
plan.

Skills:
• Expertise in the USCS architecture models,

repository and tools.
• Working understanding of the technologies

involved; solid working understanding of the
current Customs IT strategic plan,  EA and
infrastructure environment.

• Strong communication skills; strong training
materials development background.

Skills:
• Relating to their sub-domain(s):

– Good understanding of the Customs EA
architecture.

– Deep expertise in the technology areas
being considered.

TAG Audit

Skills:
• Working understanding of the processes and

technologies involved; solid working
understanding of the current Customs IT
strategic plan,  EA and infrastructure
environment.

• Good communication skills

Skills:
• TAG chairperson:

– Strong communication skills; facilitation and
technical expert for each service area.

– Solid understanding of the technologies
involved; solid working understanding of the
current Customs IT strategic plan,  EA and
infrastructure environment.

– TRC Members:
– Strong understanding of the core/mission

support processes that they support
– Thorough knowledge and understanding of

the applications used to support those
processes
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1.5  TECHNOLOGY ARCHITECTURE MANAGEMENT

The processes in this layer are designed to manage the technical architecture
compliance for IT projects proposed by the process areas.

• Respond to user request
(TAG)

• Respond to market direction
(TAG)

• Respond to vendor direction
(Domain Owner)

• Annual strategic planning
event (TAG)

• Track emerging technologies
(TAG/DO/SME)

Architecture Roles

Architecture Process

Technology Architecture Management

5

Issue Waiver /
Exception

6

TRM Waiver
Containment

BlockApproved One-Time Exception

Perform
Technology

Insertion and
Renewal

Unacceptable Conformance

Triggers 7

Conduct
Standards
Review

TRM
Standards

&
Strategies

Standards
Review
Required

TRM
Structure

Disapproved

Enterprise
Filter

Initiate waiver/exception
request per TRC

Report

Assess
Technology
Compliance

TRM
Standards

Events

Figure 1: Technology Architecture Management Processes
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1.6 ASSESS WAIVER/EXCEPTION REQUEST 5

Description
Examine standards affected, implications for other systems, cost implications, risks
involved with the introduction of the IT project:

– Goal:  Establish the implications and ramifications of the IT project and issue
an exception only if there are good business reasons.

– Trigger: Lack of technology alignment of the IT project.
– Output: One-time exception, initiate standards review process.

Key Roles

•  TAG:
– Initiate the waiver/exception request process.
– Log the exception requests for future reference.
– Determine the impact of introducing a non-standard technology on existing

applications, infrastructure, and resources (financial and human).
– Document results and present it to TRC for a final decision.

•  TRC:
– Render waiver/exception decision, yes or no.

Tools

•  Waiver Key Criteria
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Remarks/Timescale
Project
Team BITR/BIR TAG Domain

Owners TRC Tools

Triggers: IT Project requires introduction of technology
outside of existing technical and product standards:

(a): Exception request process handled by TAG as
per the request from the TRC.

(b): Receive documentation and register it in a log.

(c): Documentation is reviewed by TAG to
determine scope and reasons for the waiver
request. May require a meeting with the BITR
or the process area. TRC and TAG review the
management summary and assign domain
owners to determine the impact caused by the
exception.

(d): TAG and where necessary domain owners for
local expertise examine the enterprise
architecture standards affected. Implication for
other systems and additional investments in
applications and infrastructure is assessed.
TAG, with the help of a set of analysis tools,
evaluates unproven technologies, missing skill
sets and compatibility issues with existing
systems.

(e): TAG documents the results and presents it to
the TRC which renders the final decision
whether to grant the exception request or not.

Outputs: If the waiver is approved, an assessment
needs to be made if a standards review
process needs to be triggered.

Register
documentation

(b)

Review scope
and reasons (c)

Exception
Request Log

Determine Impact
(d)

Waiver  Key
Criteria

Initiate
Waiver/Exception
request process

Present Result
(e)

Render
waiver

decision
(e)

One-time
exceptionRe-evaluate

technical
architecture

No Yes

Contain
exception in

TRM

Yes

Conduct
standards

review process

No
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5Waiver  Key
Criteria

1.6.a Waiver Key Criteria
Purpose: Define criteria against which the waiver/exception needs to be evaluated. TAG
will use one or more of the criteria depending on the size of the project:

•  Standards affected
•  Description (scope, reasons)
•  Dependencies (implications for other systems, implied further investments)
•  Risk analysis (new unproven technologies, missing know-how, questions about

compatibility)
•  Milestones
•  Benefits (business benefits, complying with regulations)
•  Total costs (investment costs: HW, SW, licenses, external consulting, internal

labor cost; operation costs: time frame–generally five years, exceptions possible)
•  Cost/benefit analysis
•  Management summary.
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1.7 CONDUCTS STANDARDS REVIEW 6

Description
Evaluate existing standards to determine if any modifications are necessary to
accommodate repetitive exceptions or external technology trends:

– Goal: Keep the TRM structure current to reflect external technology trends
and repeated waiver requests.

– Trigger: Waiver/Exception process, external technology market trends.
– Output: Modify TRM structures, trigger new standards development process.

Key Roles

•  TAG:
– Define and develop the enterprise filter.
– Assess request to examine if it fits within the current TRM structure.
– Develop recommendation on TRM model if request does not fit existing

structure.
– Act as the lead in researching standards, internal and external.

•  TRC:
– Render decision on proposed TRM structure.
– Assign ownership for the domain within the TRM structure.
– Assign an evaluation team to perform the standards development process.

•  Domain Owners:
– Research technology standards in conjunction with TAG.
– Assign resources to the evaluation team.

Tools

•  Enterprise Filter
•  Evaluation Criteria
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Remarks/Timescale
Project
Team BITR/BIR TAG Domain

Owners TRC Tools

Enterprise
Criteria

Technology
Standards

Develop
recommendation
on TRM model

for TRC (b)

Triggers: Standards review can be initiated by TAG
for opportunities to replace existing standards.
Requests for a standards review are evaluated
using the enterprise filter to determine if it should go
through the process or if it should be handled
outside of the process:

(a): TAG reviews the request to evaluate if  it
fits the existing TRM structure. If yes, the
standard moves to a research phase. If it
does not fit the TRM structure, TAG
proceeds to examine the TRM model.

(b): Based on the request, TAG develops a
recommendation to modify the existing
TRM model and presents it to the TRC. It is
up to the TRC to either approve or
disapprove the new structure.

(c): TRC assigns a domain owner, who is then
responsible for managing the domain
architecture. The repository is updated to
reflect the new TRM structure.

(d): TAG acts as the lead in researching
standards, internal and external and seeks
assistance from the domain owners on a
need basis.

(e): If an evaluation needs to be conducted
around the products and standards, TAG
facilitates a meeting involving the domain
owners and TRC to assign a team to
conduct the evaluation and determine the
appropriate criteria to be evalutated.

Outputs: If standards need to be developed, then
the standards development process is triggered.

TRM
Structure

(Repository)

Enterprise
filterNo

Assess
fit

against
TRM (a)

Modify TRM
model in

repository (c)

Kick
Out

Yes

No
Approve
structure

modification

Assign domain
ownership (c)

Yes

Research technology standards
(CMM, TISAF, etc.) (d)

Assign evaluation team and determine evaluation criteria (e)

No

Yes

Evaluation
Criteria
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6

1.7.a Enterprise Filter
Purpose: Used as a tool to filter-out any non-enterprise requests from proceeding
through the standards review and standards development processes.

Criteria: Factors against which requests (products/standards) should be evaluated to
determine if it should be handled through the architecture processes:

•  Will be managed and supported by OIT (beyond the desktop icon).
•  If a failure occurs, it will become a responsibility of OIT (software crash, loss of

data, security issue).
•  Anticipated to support application development or deployment.
•  Part of a procurement strategy.
•  Covered by an existing standard.

If the request is “yes” to any of the criteria, it proceeds through the standards review
process.

If the request is “no” to all the criteria, then it is handled outside of the architecture
processes.
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6Evaluation
Criteria

1.7.b Evaluation Criteria
Purpose: Used to direct a facilitated product or standard evaluation/selection activity.  A
scoping exercise is conducted by TAG and the appropriate Domain Owners to
determine the set of criteria under which the product(s) or standard(s) will be evaluated
in the .

Examples of criteria that constitute the evaluation framework:

•  Vendor viability and ability to execute
•  Functionality
•  Cost
•  Industry standards
•  Scalability
•  Required skills
•  Coexistence with existing systems (integration)
•  Support and services
•  3rd-party alliances or independent service vendor (ISV) support
•  Security
•  Installed base
•  Other.

Within the evaluation framework weights will be developed with for each of the criteria to
assign degrees of importance to the criteria based on the conditions surrounding the
evaluation. For example, scalability may be considered a low priority for a standalone
desktop modeling tool to be concentrated in the DBA  group but it be a very high priority
for an enterprise document management system to be deployed across multiple work
locations and user groups.  Judgment may still be required to develop more granular or
detailed levels for each of the critical criteria, based on the request.
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1.8 PERFORM TECHNOLOGY INSERTION AND RENEWAL 7

Description
Develop new standards, strategies and methodologies for architecture (information,
data, applications, knowledge, technology) and methodology (software development,
data definitions, network design).

– Goal:  Creating or modifying technology standards within the TRM structure.
– Trigger: Outcome of standards review process or planned standards

development process.
– Output: Updated Technology Reference Model.

Key Roles

•  TAG, Domain Owners, Subject Matter Experts:
– Conduct market research, attend vendor demos and perform product

evaluations.
– Create a draft for discussion purposes. The draft is a white paper that details

the steps performed during the evaluation and the outcomes.
– Facilitate or conduct the detailed in-house evaluation to select products or

standards.
– Generate the final recommendation and present it to TRC for a final decision.
– Update repository to reflect the new standards.

•  TRC:
– Render decision on the recommended standard.

Tools

•  Evaluation Criteria—Drawn from the previous process.
•  Standards Evaluation Framework—Generated specifically based on the request.

Developed internally within Customs.
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Remarks/Timescale
Project
Team BITR/BIR TAG Domain

Owners TRC Tools

Triggers: Outcome of standards review process:
(a): Assigned evaluation team, comprising of

TAG members and domain owners.
Conduct market research, attend vendor
demos, perform product evaluations and
develop scoring models to review the
standards. TAG prepares a discussion draft
and hands it to the appropriate parties. The
request could require either a high-level
discussion draft document or a detailed in-
house evaluation.

(b): Discussion draft is reviewed by the
appropriate parties as required. The draft
might be sufficient for standards that only
require a high-level evaluation.

(c): An in-depth evaluation is performed for
high-impact requests. This evaluation could
take a few months before a
recommendation is generated.

(d): Comments from the draft discussion
reviews and/or results from the in-house
evaluation are incorporated and the final
recommendation is generated by TAG.
TAG provides the recommendation for
approval or rejection to the TRC, which
renders the final decision.

(g): Plans and activities to formally document
and implement the new standards are
established and carried out.  Communicate
new changes and policies by issuing
information notices to the appropriate
organization units.

Outputs: New technology standards are
incorporated into the enterprise architecture.

Assigned Evaluation Team

Review and Evaluate (a)

Review Draft (b)

Generate Final
Recommendation

(d)

Render
decision
on the

Recomm
endation

(d)

Initiate
standards

maintenance (g)

Evaluation
Criteria

Standards
Draft

Conduct in-house evaluation (c)

Standards
Evaluation

Frameworks

Information
Notice &
Policy
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7
Standards
Evaluation

Frameworks

1.8.a Standards Evaluation Framework
Purpose: The standards development framework illustrates the array components that
comprise the evaluation process within Customs.  The components can be grouped into
those that support the pre-evaluation, the conduct-evaluation and the post-evaluation
phases of the effort.

Domain Definition
& Structure

Industry Standards

Market State & Trends

Market Leaders

Recommendation

Decision

Adoption Strategy

Information Notice

Criteria (High Level)

(Low Level)

Rank & Score

Requirements

In-house evaluation

Preliminary Costs

 Draft Adoption
Strategy

Short List Funding Commitment

Policy Statement

Pre-Evaluation Conduct-Evaluation Post-Evaluation

Figure 2: Standards Evaluation Framework
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1.9  MODEL TO COMMUNICATE STRATEGY

The objective for this dimension of the architecture is to communicate the requirements
for “technical compliance” with Customs IT architecture.  The primary components of
this group of models include the following:

•  the Technical Reference Model (TRM),
•  the Technical Architecture principles, guidance and standards,
•  and the infrastructure platform maps.

Figure 3: Model To Communicate

Federal
Guidelines

Enterprise IT Architecture
• Technology Reference Model

structure
• Standards and principles
• Approved vendors,  products services
• Core competencies
• Evaluation frameworks

TAG
AND DOMAIN OWNERS

Market
Research

3 4 5

Business and
IT Strategies

User Requests

AD
Strategy

Common
Services

6 7

Technology Reference Model

Sub-Domain

Domain

Product Planning
Portfolio

Principles and
Guidance

Planning
Components

Infrastructure
Maps

Structure
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1.9.a Technical Reference Model

The Technical Reference Model (TRM) is a TISAF-compliant approach for modeling the
technical information of the EA. The TRM is a generally accepted representation of the
generic components of an information system. It allows designers, developers and
users to agree on definitions, have a common understanding of the services to be
provided and identify and resolve issues affecting interoperability, portability and
scalability.

Figure 4: TRM Model Components

•  The objective of a TRM is to provide a standardized component structure or
model that can be used to guide the design, development and selection of both
customized and COTS information systems that meet the specific business
needs of Customs.

•  The TRM describes the main components of a complete information system as a
set of services categorized by functional area.  These services may be
implemented on a single component or on a collection of homogeneous or
heterogeneous components.

•  The TRM structure provides a framework for organizing, developing and
implementing information systems, in general, and an infrastructure, in particular.
Services and technologies are the principal components described by the TRM.

Service Area

DOMAIN DOMAIN

SUB-DOMAIN
SUB-DOMAIN

SUB-DOMAIN
SUB-DOMAIN

SUB-DOMAIN

Technology domains are defined as
the primary classification level of the
technology components of the TRM.
Domains are defined for grouping
and management purposes only.

Technology sub-domains comprise the
domain groups and represent the
categories to which definitions,
standards, product standards, benefits,
selection criteria and product planning
portfolios are applied.
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•  The TRM also enables planners to define the information required to support
both the IMP Project Assessment and Technology Architecture Management
activities.  This includes the principles and guidelines, technology service areas,
applicable standards, selection criteria and target technical product/services
portfolios.

 Technology Reference Model (TRM)—Service Areas Overview

Figure 5: TRM Domain Structure

Workstation Productivity
Tools

Analysis
Tools

User  Env iro nm ent

ADE GroupW are Doc.Mgmt

A pplicat ion  Services

Middleware Workflow

Integrat ion Services

Databases Data
Warehouse

Data
Management

D ata Services

Communications

Operat ing
Systems Network

Com m on Services

Security Distributed
Computing

Email Infrastructure
Mgmt

Storage

Interchange

Voice

Applicat ion
Servers

Power Mgmt.
Technologies

Service Area

Doma in
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Service areas are groupings of similar domains. In the current scope of the TRM, they
are used for easier visualization and management purposes only.

•  The role of the service area will be expanded in the future vision as the solution
architects are established.

•  The TRM service areas for Customs have been structured as shown in the above
diagram.

•  The five main service areas with each containing groups of related domains are:
– User Environment
– Application Services
– Data Services
– Integration Services
– Common Services.

 TRM—Domain and Sub-Domain Structure Overview

Figure 6: TRM Sub-Domain Structure

Service Area

DOMAIN

SUB-DOMAIN
SUB-DOMAIN

SUB-DOMAIN
SUB-DOMAIN

SUB-DOMAIN

Structure

Common Services

Operating Systems

Desktop/Client OS

Mainframe OS

Network OS

App/Data Server OS

Example
Service Area

Domain

Sub-Domains

Each sub-domain contains the detailed
 information on the following topic areas:
-Definitions
-Key Roles and Points of Contact
-Technical and Product Specifications
-Selection Criteria
-Benefits
-Technical Architecture References.
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•  Technology Domains are defined as the primary classification level of the
technology components of the TRM. There are approximately two dozen different
domains.

•  All unique technology elements within the architecture are assigned to a domain
and called sub-domains. The sub-domain is the actual technology category that
contains the products, selection criteria, benefits and others topic areas used to
make decisions and assess compliance.

•  The domain structure is used primarily to logically organize all of the different
sub-domains (approximately 75) for easy reference, management and
navigation. A domain may contain any number of sub-domains.

 TRM—Sub-Domain Information Topic Areas Overview

The figure below illustrates the attribute information maintained for each Sub-Domain
standard.

Service Area

DOMAIN

SUB-DOMAIN

Technical Specifications
Technical specifications are the
technical criteria used to capture the
technical and functionality quality of
particular types of products.

Product Specifications

Selection Criteria
Selection criteria are key factors and
requirements compiled from the
information sources illustrated in the
model and described above.  Criteria
help an organization differentiate and
make choices between similar products.
They focus on what is important about a
product that helps drive out a selection
or short list of candidate products.

Benefits

Definition Key Roles and POCs

Technical Architecture Strategy
The strategy is documented across a framework of planning blocks that represent how U.S. Customs has positioned its portfolio of products
and technologies resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and
technologies contained in that block are considered to be compliant with U.S. Customs’ architectural decisions.

Definition Key Roles and POCs
Technology domains are the primary classification levels of the
technology components of the TRM, for grouping purposes.

The key roles and points of contact describe what activities are
required and who is responsible for maintaining the domain.

The key roles and points of contact describe what activities are
required and who is responsible for maintaining the sub-domain.

Sub-domains represent the specific technology categories to
which definitions, standards, product standards, benefits,
selection criteria and product planning portfolios are applied.

The benefits describe the primary
advantages of following the technical and
product specifications and selection
criteria listed for the sub-domain.
Examples of benefits include
conformance to industry standards or
emerging trends, compatibility with other
architecture components or alignment to
strategic directions within the
organization.

Product specifications are the actual
product listings that are defined for the sub-
domain.  This includes all relevant product
information (vendor, versions, etc.)

Figure 7: Sub-Domain Attributes
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 TRM—Overview of Ranking Sub-Domains by Status

•  Not all of the many sub-domains have the same criticality or impact on the
strategic direction and architectural decision-making. Trying to spend equal time
and effort on all sub-domains would be short-changing some extremely important
ones and overkill for others.

•  Consequently, each sub-domain is given one of five possible “status” rankings to
help identify its relative needs:
– Foundation, Pillar, Commodity, Proposed, Retired.

•  The Proposed and Retired statuses represent a key part of the sub-domain life
cycle.  As technology categories emerge or fade, these statuses are used to
introduce or remove them from the TRM.  For example, new intranet or Web sub-
domain categories of technologies could be proposed, and discontinued disk
storage technology categories could be retired.

•  The sub-domain status is merely an attribute that can be used to quickly sort all
the sub-domains by criticality and verify that the architecture management efforts
are focused first on the most important ones to Customs.

Sub-Domain Status 
Categories

Each Sub-Domain is given a status
to help rank its relative criticality.

Foundation

Pillar

Commodity

Proposed Retired
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 TRM—Sub-Domain Status Definitions

Foundation
D efinition

A sub-d omain with a Foundation status represents the hig hest leve l
of cr it ica lity  to  the  a rchitectu re .  Foun dation  a re  the  most impo rtant
elemen ts and  h ave the largest impact acro ss the enterpr ise .

Examples
•  En te rpr ise DBMS
•  O LTP
•  Application/Data Server O S

Pillar
Definition

The Pilla r sub-dom ains are  b uilt on top of the  F oundation  sub-do main s.
They represen t techno logie s w ith  s ign ifican t choice, co nsequences and
imp lica tions based on  the  Foundation sub-domains.

Example s

•  W eb Browse r
•  R em ote Access Server
•  D ata Transformation Tools

Commodity

Definition
The Co mmodity status describes sub-domains that a re  not
differentiated  o n th e basis o f s trategic importance to the enterprise .
They a re seldo m ch ang ed, and  a lth oug h vital to maintain , their
selection does not have significant a rchitectura l im plications.

Example s

•  U PS
•  N etwork Interface C ards

Proposed
D efinition

The Prop osed sta tus serves as a  p laceho lder reserved for
future sub-d oma ins tha t are in develo pment o r are emerging but
no t yet p opu lated.

Examples
•  W orkflo w Applications
•  D ocum ent Managem ent

Retired
D efinition
The Re tired sta tu s represents a  sub-domain  tha t is  being  p hased
ou t of the arch itecture.  Th is could  be due  to changing  o r obsole te
techno logie s or co nsolida tio n with othe r dom ain ele ments.

Examples
•  C onso lidation  o f  te leph one
    su b-domains

Figure 8: Sub-Domain Status Definitions
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 TRM—Sub-Domain Planning Strategy Overview

Products
Introduced

Tactical
Environment

Strategic
Environment

Mainstream
Technologies

Technology Planning Horizon

Emerging
Technologies

Containment
Technologies

Retirement
Technologies

Baseline
Environment

1 -2 Years Beyond 2 YearsToday

Sp
ec

ia
l C

on
di

tio
ns

Products
Removed

Life Cycle for Products

Figure 9: Sub-Domain Planning Strategy Overview

•  For each sub-domain, a planning strategy is developed outlining how the
products and technologies for the given sub-domain technology are going to be
utilized.

•  The Sub-Domain Planning Strategy answers the question of how the different
products and technologies for a sub-domain are being used by Customs.  The
approved roles for products within sub-domains enable the assessment of
technical compliance.

•  The Technology Planning Horizon shows the strategic direction from the current
baseline environment as compared to where it is going in the short- and longer-
term future.
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•  The Life Cycle for Products shows the evolutionary applicability of the products
and technologies (P/Ts) within the sub-domain.
– New P/Ts begin as Emerging Technologies and potentially become

Mainstream Technologies that are used for the Tactical and Strategic
deployment within the organization.

– As P/Ts are excluded from mainstream deployment and usage, they can
either migrate to Containment (support existing usage but allow new usage
only with certain conditions) or Retirement (remove from the environment
entirely).

 TRM—Sub-Domain Planning Strategy Definitions

Technology  Plann ing  Horizon

Baselin e Environm ent

❑ Product/technology (P/Ts)

• Start ing point fo r technical architecture
develop me nt

• C om pos ite  lis t of cu rrently  de ployed products and
technology  stand ards  u sed  by  US CS und er the
D om ain/Sub-D om ain category

Em erging Technologies

• P/T s that  ar e n ot yet de ployed but
dem on st rate potent ial valu e to U SCS

• R equire s ev aluation for future  integr atio n
based on availabilit y  a nd bus iness need

• M ay r equire ‘pilot ’ to  un ders ta nd potent ial
value to U SC S

• Pro ducts  or techno logies  that are N OT  ye t
complian t w ith the US CS TA

❑ Product/technology (P/Ts)

Mainstream  Technolog ies

• P/Ts that ar e cons ider ed the  pr ima ry
dep loym en t/ inves tm ent option fo r n ew
system s or m igrations

• R epresent th e d esir ed technical architec tur e
align ed with th e b usin ess  and architec tur al
dire ction

• Pro ducts  or techno logies  that  are  compl ian t
w ith  the USCS  T A

❑ Product/technology (P/Ts)

Containment Targets

• P/T s targeted for limited inves tm en t over th e
plan ning horizon

• Investm ents  lim ited to  m aintena nce  of cu rrent ly
dep loye d com m itme nts  only  ( i.e. , le gacy or
s pec ialized sys tem s)

• In genera l, prod ucts  o r technolo gies  that are
N OT  c om pliant  w ith the U SC S TA for use  in
n ew d evelop me nt p ro jects

❑ Product/technology (P/Ts) with
conditional comments

• P/T s targeted for dive stm ent  o r e limin atio n o ver
the plannin g h orizon

• P/T s that ar e o ut of alignm ent with bus iness or
architec tu ral direc tio n

• Ob sole te or unsupp orted P/T s  that are to b e
rem oved from  ser vice as  pa rt of  a r etir em ent
plan

• Pro ducts  or techno logies  that are N OT
co mp liant w ith the US CS T A

Retirement Targets

❑ Product/technology (P/Ts) with
retirement plans

Tactical Deploym ent

• T echnologie s that U SC S may use for  T A co mp liance in
the near term

• N ear-term  plann ing horizon typically  n ow to tw o ye ars

❑ Product/technology (P/Ts)  with conditional
comments

Strategic Deployment

• Technologie s dem onstrat ing strategic  direc t ion or tha t
m ay p rov ide strategic  adv antage

• M ay o r m ay not b e curr ently com me rcia lly available (i.e. ,
antic ipated m ark etp lace  pr oducts )

• Technologie s that  USC S may use for  TA co mp liance

❑ Product/technology (P/Ts) with conditional
comments

Figure 10: Sub-Domain Planning Strategy Definitions
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 TRM—Overview of Building the Components

•  After the sub-domain planning strategies have been defined, it is possible to
begin using them for technical compliance assessment.  For example, are the
products selected to build a new proposed system the ones that are mainstream
products identified as tactical or strategic for Customs? If not, were the proper
exception processes followed for usage of a contained product?

•  The sub-domains can also be used for building blocks to aid project planning.
Components are constructed to represent a set of sub-domains that are used
together to build a functional component, such as a database server.

Sub-Domain Products

Components

Technology Architecture Strategy
• Business Strategy and Drivers
• IT Strategy and Drivers

Managed By:
TAG/TRC

Product Strategies

Sub-Domain Planning Strategies

D
O

M
A

IN
S

Figure 11: TRM Components
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Components make it easier to navigate all the sub-domains needed to
accomplish a task or build a system.

•  These components are especially helpful for new projects that are proposing
specific technology architectures (for example, mainframe or client/server
architectures) because they provide all the relevant sub-domains grouped into
complementary building blocks.

•  Instead of project teams trying to track down each individual sub-domain they
could use (“Do we need to include selections from all of the operating systems’
sub-domains?”), they can select the components needed to accomplish their
project (“We will have a database server and an application server and client
PCs.”).

•  Once the components (and the sub-domains included) have been defined, they
can be used by TAG and the TRC to track applications and actual products that
are being used. Infrastructure maps can also be developed to show how
applications and IT are used and impacts of strategic directions [for example,
Transmission Control Protocol/Internet Protocol (TCP/IP) deployment].

•  The OIT domain owners can also more easily assist project planning by providing
the standard components as building blocks and monitors projects for
compliance.

Sub-Domain Products

Components

Managed By:  TAG/TRC

Applications are associated with
platforms/components to indicate
which actual products are used

Components are laid out and integrated
via the infrastructure models

Managed By: OIT Domain Owners

Product Strategies

Sub-Domain Planning Strategies

Domains

Service Areas Architecture Integration and Communication

Figure 12: TRM relationship with Infrastructure Maps
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 Technology Reference Model—Summary

•  The TRM describes the main components of a comprehensive IS architecture so
that conformance expectations and technical compliancy standards can be
communicated across the enterprise. The structure provides for evolving
technology categories as well as product changes within a category.

•  The TRM also enables planners to communicate and manage the elements of
the technical architecture in an easy-to-navigate structure with useful component
building blocks.  This includes the technology service areas, applicable
standards, selection criteria and target technical product/services portfolios.

Common Services

Operating Systems

Desktop/Client OS

Mainframe OS

Network OS

App/Data Server OS

Service Area

Domain

Sub-Domains

Product Strategies

App/Data Server OS Planning Strategy

Baseline Tactical Strategic

Sub-Domain Products

Components: Database Server

App/Data Server OS NT, Solaris...

Enterprise DBMS CA-Datacom,
Oracle...

DBMS Gateways Oracle APPC...

Oracle Toolset...Database Mgmt. Tools

Message Oriented
Middleware MQ Series...

Example Components 
(Functional Collection of Sub-Domains)

Sub-Domain Planning Strategy

Example

Figure 13: TRM Summary



Table of Contents Department of The Treasury United States Custom Service

Technology and Architecture Group
Enterprise Architecture Technical Reference Model                                      August 1999 —Page 34

1.10 ENTERPRISE ARCHITECTURE REPOSITORY TOOL

The remaining section of this guide presents key illustrations from the repository tool
describing the how the TRM model is represented as user interface screens within the
application.  Following each of the profile section a summary table is presented
indicating the number of objects and relationships contained within the repository
models.

1.10.a Enterprise Infrastructure Platform Profile View

•  The Enterprise Infrastructure Platform (TRM) Profile view provides the link to the
Technology domains.

•  The technology domains are classified under Service Areas, which are groupings
of similar domains. In the current scope of the TRM, they are used for easier
visualization and management purposes only. The role of the service area will be
expanded in the future vision as the solution architects are established.
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•  The TRM Service Areas for Customs have been structured as shown in the
diagram above.

•  There are five main Service Areas, each containing groups of related domains.
The Services Areas are:
– User Environment
– Application Services
– Data Services
– Integration Services
– Common Services.
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1.10.b Infrastructure Platform Profile—TRM Domain Hierarchy

•  The TRM Domain Hierarchy shows the sub-domain links within a Technology
domain. Also listed next to the sub-domain links is the list of baseline products
within the sub-domain.

•  Technology Domains are defined as the primary classification level of the
technology components of the TRM.  There are approximately two dozen
different Domains.

•  The Sub-Domain is the actual technology category that contains the products,
selection criteria, benefits and others topic areas used to make decisions and
assess compliance.
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1.10.c Infrastructure Platform Profile—TRM Sub-Domain Profile

•  The TRM Sub-Domain profile shows the following attributes for each sub-
domain-Definition, Strategy, Log, Contacts and Cross-Reference.

•  The figure shows the “Definition” form within the TRM Sub-Domain Profile. It
includes:
– Sub-Domain Definition: Represents the specific technology categories to

which definitions, standards, product standards, benefits, selection criteria
and product planning portfolios are applied.

– Technology Standards: Technical criteria used to capture the technical and
functionality quality of particular types of products.

– Product Standards: Actual product listings that are defined for the sub-
domain.  This includes all relevant product information (vendor, versions,
etc.).

– Reason for Selection: Key factors and requirements compiled from the
information sources.

– Value or Benefits: Describe the primary advantages of following the Technical
and Product Specifications and Selection Criteria listed for the Sub-Domain.
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•  The figure shows the “Strategy” form within the TRM Sub Domain Profile. The
strategy is documented across a framework of planning blocks that represent
how Customs has positioned its portfolio of products and technologies resulting
from the IT strategic planning process.

•  The Sub-Domain Planning Strategy answers the question of how the different
products and technologies for a Sub-Domain are being used by Customs.  The
approved roles for products within Sub-Domains enable the assessment of
technical compliance.

•  The Technology Planning Horizon shows the strategic direction from the current
Baseline environment as compared to where it is going in the short and longer-
term future (Baseline, Tactical, and Strategic).

•  The Lifecycle for Products shows the evolutionary applicability of the products
and technologies (P/Ts) within the Sub-Domain (Emerging, Mainstream,
Containment, and Retirement).
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1.10.d Infrastructure Platform Profile—TRM Platform Component

•  The figure shows the profile of a Platform Component. It includes a definition, the
Sub-Domains within and an optional field to indicate if it is mandatory to include
the particular Sub-Domain.

•  The Components are constructed to represent a set of Sub-Domains that are
used together to build a functional component, such as a database server.
Components make it easier to navigate all the Sub-Domains needed to
accomplish a task or build a system.

•  These components are especially helpful for new projects that are proposing
specific technology architectures (for example, mainframe or client/server
architectures) because they provide all the relevant Sub-Domains grouped into
complementary building blocks.
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•  The Platform view shows the six platforms and the links to the components
contained within each platform. The six platforms identified at Customs are:
– Mainframe
– Client/Server
– Desktop PC
– Internet/Web
– Email/Messaging
– Voice.
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•  The individual Platform view indicates the Components that are interconnected
on the logical map.

•  A  component is grouped into one of two categories based on where it deployed:
– Front-end: Components deployed near the users to provide front-end

services.
– Back-end: Components deployed centrally to provide back-end services.

•  A brief description is also provided to describe the work locations that are
involved in the platform.
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1.10.e TRM Infrastructure Profile Summary
The following table summarizes the technical reference model hierarchy structure on a
Domain basis.  It also provides a cross-reference relationship to the infrastructure model
platforms that utilize Sub-Domains from the Domain’s family tree structure.  Three new
platform models—intranet/Web, messaging, and voice—are under development and will
added to the core set of baseline and target platform views—mainframe, client/server,
and desktop.
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User Environment Workstations 1 2 1 X X X X X
Personal Productivity 1 6 1 X X X
Analysis Tools 1 2

Application Services Application Development Environment 3 20 2 X X X X
Workgroup Computing 1 3

Document Management 1 5

Data Management Services Database Technologies 4 12 5 X X X X X
Data Warehouse 3 7

Data Management 2 11 2 X X X

Integration Services Middleware 3 9 6 X X X X
Workflow 1 2

Communications (Protocols) 2 10 3 X X X X X X
Interchange 1 1

Common Services Network Infrastructure 3 16 6 X X X X X X
Operating Systems 4 12 11 X X X X X X
Storage Technologies 1 4

Power  Management Technologies 1 2

Security Technologies 17 23 5 X X X X X
Infrastructure Management 9 20 3 X X X X X X
Email/Messaging 3 4 2 X X X X X
Distributed Computing 2 7

Voice Technologies 12 1

Application Server 1 3 1 X X
Retired Components 45 24

Structure Platform Architecture

Domain to Platform View
Cross-Reference

Sub-Domain status breakdown:

Foundation = 22

• Pillar = 30

• Commodity  = 3

• Proposed =  23

• Retired =  45
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1.10.f Logical Infrastructure Platform Profile
Each platform within the Infrastructure Platform profile is depicted using a Logical
Platform profile and includes an Infrastructure map, Definition, Components within
platform and Work Locations involved. The logical platform profiles created to-date are:

•  Mainframe (Baseline and Target period)
•  Client/Server (Baseline and Target period)
•  Desktop (Baseline and Target period).

Based on the recent Technical Architecture workshop, Customs is developing the
logical platform profiles for three new platforms—Internet/Web, Email/Messaging and
Voice.



US Customs Enterprise Architecture: Sub-Domain Profile

Technology domains are defined as the primary classification level of the technology components of the TRM.  Domains are defined for grouping purposes only.

Domain:

Workstations1

User Environment

Sub-Domains

Technology Reference Model Index Page

Technology sub-domains comprise the domain groups and represent the categories to which definitions, standards, product standards, benefits, selection criteria and product 
planning portfolios are applied.

Points of Contact: Domain Owner(s)

Status:Name:Ref.#:

1.10 PillarWeb Browser

 Role  Name  Contact Information  Org.ID

Greg Frye 703-921-6230 OIT-ISDDomain Owner

Page 1 of 1779/16/99 11:44:16 AMSub-Domain Profile Report:



US Customs Enterprise Architecture: Sub-Domain Profile

Domain:

1

Sub-Domain:

1.10

Status:

Pillar

Workstations

Web Browser

Definition:
Web browsers are a user interface which provides a thin-client layer which navigates a web of interconnected documents on the World Wide Web 
(WWW).

Technology Standards:
Reserve for future use

Selection Reasoning:
Reserve for future use

Product Standards:
Browsers - Microsoft Internet Explorer

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
Browser: MS Internet Explorer, Netscape Navigator

Tactical: Approved for Use
Browser: MS Internet Explorer

Strategic Direction:
Browser: MS Internet Explorer

Implications and Dependencies:
Reserve for future use

Mainstream:
Browser: MS Internet Explorer, Netscape Navigator

Containment:
Browser: Netscape Navigator

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.

Page 2 of 1779/16/99 11:44:16 AMSub-Domain Profile Report:



US Customs Enterprise Architecture: Sub-Domain Profile

Domain:

1

Sub-Domain:

1.10

Status:

Pillar

Workstations

Web Browser

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

Page 3 of 1779/16/99 11:44:16 AMSub-Domain Profile Report:



US Customs Enterprise Architecture: Sub-Domain Profile

Technology domains are defined as the primary classification level of the technology components of the TRM.  Domains are defined for grouping purposes only.

Domain:

Personal Productivity2

User Environment

Sub-Domains

Technology Reference Model Index Page

Technology sub-domains comprise the domain groups and represent the categories to which definitions, standards, product standards, benefits, selection criteria and product 
planning portfolios are applied.

Points of Contact: Domain Owner(s)

Status:Name:Ref.#:

2.10 FoundationOffice Applications

Page 4 of 1779/16/99 11:44:16 AMSub-Domain Profile Report:



US Customs Enterprise Architecture: Sub-Domain Profile

Domain:

2

Sub-Domain:

2.10

Status:

Foundation

Personal Productivity

Office Applications

Definition:
A class of commercial software products that provide capabilities for word processing, spreadsheets, personal databases, calendaring, contact 
management, address books, and other similar types of functionality.  These applications can be purchased singularly or in suites (groups of single 
applications).  Product suites may also provide integration and/or interoperability between the individual productivity applications.

Technology Standards:
Reserve for future use

Selection Reasoning:
Reserve for future use

Product Standards:
Microsoft Office ‘97

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
WordPerfect, MS Project, Harvard Graphics, MS Office, 
Lotus 123

Tactical: Approved for Use
MS Project, MS Office

Strategic Direction:
MS Office

Implications and Dependencies:
Reserve for future use

Mainstream:
WordPerfect, MS Project, Harvard Graphics, MS Office, Lotus 123

Containment:
WordPerfect, Lotus 123

Emerging:
Office2000

Retirement:
WordPerfect, Lotus 123

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.

Page 5 of 1779/16/99 11:44:16 AMSub-Domain Profile Report:



US Customs Enterprise Architecture: Sub-Domain Profile

Domain:

2

Sub-Domain:

2.10

Status:

Foundation

Personal Productivity

Office Applications

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

 Role  Name  Contact Information  Org.ID

Rodney Hess 703-921-6242 OITSubject Matter Expert

Page 6 of 1779/16/99 11:44:17 AMSub-Domain Profile Report:



US Customs Enterprise Architecture: Sub-Domain Profile

Technology domains are defined as the primary classification level of the technology components of the TRM.  Domains are defined for grouping purposes only.

Domain:

Analysis Tools3

User Environment

Sub-Domains

Technology Reference Model Index Page

Technology sub-domains comprise the domain groups and represent the categories to which definitions, standards, product standards, benefits, selection criteria and product 
planning portfolios are applied.

Points of Contact: Domain Owner(s)

Analysis tools represent COTS software tools deployed in the user environment to enable access and analysis of data and information from either the data warehouse/data mart or 
operational database domains.   The combination of these domains constitute the foundation of a business intelligence architecture.

To successfully utilize BI tools to eliminate the fact gap facing the business (i.e., inconsistent, untimely, insufficient result sets) demands an organizational and technological 
response. Enterprises should employ a BI architectural process as the foundation for strategic planning and implementation.

A comprehensive BI architecture provides the framework to address the fact gap. The BI architectural process includes six fundamental elements: the BI information quality 
architecture, information delivery architecture, BI user methodology, BI user segmentation model, BI product selection process and BI technology architecture. 

An effective architecture framework provides an enterprise with the ability to:
 1)  Classify users based on roles, data, technological sophistication, style of computing
 2)  Relate tools to those user classes and requirements
 3)  Aid in reducing deployment costs from not selecting BI tools that lock the enterprise into inflexible and vendor-proprietary BI architectures.

Status:Name:Ref.#:

3.10 ProposedBusiness Intelligence Tools

 Role  Name  Contact Information  Org.ID

Valerie Boykin OITDomain Owner

Page 7 of 1779/16/99 11:44:17 AMSub-Domain Profile Report:



US Customs Enterprise Architecture: Sub-Domain Profile

Domain:

3

Sub-Domain:

3.10

Status:

Proposed

Analysis Tools

Business Intelligence Tools

Definition:
Business intelligence (BI) tools enable analysis of end-user access to data and information, and analysis of data and information. Today’s 
technology categories include executive information systems (EISs), decision support systems (DSSs), query and reporting tools and multi-
dimensionality—also known as online analytical processing (OLAP).   Each category provides varying degrees of functionality based on the user's 
needs to report, analyze, graph, and model data and information to support the decision-making process.

Query and Reproting Tools:  Software that helps end users query and make reports from the warehouse data. Sometimes this software can do 
some OLAP work, but it is primarily marketed and sold based on its query and reporting functions.

On-Line Analytical Processing (OLAP) Tools:  Software that helps end users manipulate information in the warehouse by providing dimensional 
views of data. GartnerGroup recognizes the distinctions among desktop OLAP, relational OLAP, and multidimensional OLAP. GG also recognizes the 
distinctions between server-based OLAP and desktop-based OLAP. 

Data Mining Tools:  Software that discovers meaningful new correlations, patterns, and trends by sifting through data in the warehouse. 
Technologies employed here include visualization, statistics, induction, and neural networks.

Executive Information Systems (EIS):  Software tools that are very similar to DSS/Analysis tools but provide higher-level analyses and reports for 
executive management.

Technology Standards:
Reserve for future use

Selection Reasoning:
Reserve for future use

Product Standards:
Reserve for future use

Benefits:
Reserve for future use

A. Profile Information:
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US Customs Enterprise Architecture: Sub-Domain Profile

Domain:

3

Sub-Domain:

3.10

Status:

Proposed

Analysis Tools

Business Intelligence Tools

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
Cognos

Tactical: Approved for Use
Cognos

Strategic Direction:
Cognos

Implications and Dependencies:
Reserve for future use

Mainstream:
Cognos

Containment:

Emerging:
TBD (Need to investigate OLAP tools)

Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.

Architect's Remarks:
Product set updated in June 2, 1999 workshop.  Further work required.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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US Customs Enterprise Architecture: Sub-Domain Profile

Technology domains are defined as the primary classification level of the technology components of the TRM.  Domains are defined for grouping purposes only.

Domain:

Application Development Environment1

Application Services

Sub-Domains

Technology Reference Model Index Page

Technology sub-domains comprise the domain groups and represent the categories to which definitions, standards, product standards, benefits, selection criteria and product 
planning portfolios are applied.

Points of Contact: Domain Owner(s)

Status:Name:Ref.#:

1.10 PillarMainframe: Application Development Environment

1.20 PillarClient/Server: Application Development Environment

1.30 PillarInternet/Web: Application Development Environment

 Role  Name  Contact Information  Org.ID

Rod MacDonald 703-921-7551 OITDomain Owner

Mickey Boyle 703-921-5898 OITDomain Owner

MC King 703-921-7553 OITDomain Owner

John Hill 703-921-7172 OITDomain Owner
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US Customs Enterprise Architecture: Sub-Domain Profile

Domain:

1

Sub-Domain:

1.10

Status:

Pillar

Application Development Environment

Mainframe: Application Development Environment

Definition:
Tools for developing custom applications for the mainframe platform.    A mainframe-based software framework in which various development 
tools (e.g., compilers, debuggers, etc.) coexist to assist programmers in developing application programs.

Technology Standards:

Selection Reasoning:Product Standards: Benefits:

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
Language: Assembler, COBOL, SAS, C++, C
4GL Application Generator: CA-IDEAL
4GL Report Writer: CA-DATAREPORTER
Software Config Mgmt: Endevor/MVS

Tactical: Approved for Use
Language: COBOL, SAS (downloads), C++
Software Config Mgmt: Endevor/MVS

Strategic Direction:
Language: COBOL

Implications and Dependencies:

Mainstream:
Language: Assembler, COBOL, SAS, C++, C
4GL Application Generator: CA-IDEAL
4GL Report Writer: CA-DATAREPORTER
Software Config Mgmt: Endevor/MVS

Containment:
Language: SAS (Used for OST downloads)
4GL Application Generator: CA-IDEAL
4GL Report Writer: CA-DATAREPORTER

Emerging:Retirement:
Language: Assembler, C

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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US Customs Enterprise Architecture: Sub-Domain Profile

Domain:

1

Sub-Domain:

1.10

Status:

Pillar

Application Development Environment

Mainframe: Application Development Environment

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

 Role  Name  Contact Information  Org.ID

MC King 703-921-7553 OITSubject Matter Expert

John Hill 703-921-7172 OITSubject Matter Expert

Mickey Boyle 703-921-5898 OITSubject Matter Expert

Rod MacDonald 703-921-7551 OITSubject Matter Expert
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US Customs Enterprise Architecture: Sub-Domain Profile

Domain:

1

Sub-Domain:

1.20

Status:

Pillar

Application Development Environment

Client/Server: Application Development Environment

Definition:
Tools for developing custom applications for the desktop side of a client/server environment.

Environment - A desktop-based software framework in which various development tools (e.g., compilers, debuggers, etc.) coexist to assist 
programmers in developing application programs.

Technology Standards:
Reserve for future use

Selection Reasoning:
Reserve for future use

Product Standards:
Reserve for future use

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
MS Visual Studio, MS Visual Basic, MS Visual C++

Tactical: Approved for Use
MS Visual Studio, MS Visual Basic, MS Visual C++

Strategic Direction:
MS Visual Basic, MS Visual C++

Implications and Dependencies:
Reserve for future use

Mainstream:
MS Visual Studio, MS Visual Basic, MS Visual C++

Containment:

Emerging:
PVCS (Versioning control software)

Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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US Customs Enterprise Architecture: Sub-Domain Profile

Domain:

1

Sub-Domain:

1.20

Status:

Pillar

Application Development Environment

Client/Server: Application Development Environment

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

 Role  Name  Contact Information  Org.ID

Rod MacDonald 703-921-7551 OITSubject Matter Expert

Rick Kopel 703-921-7349 OITSubject Matter Expert
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Domain:

1

Sub-Domain:

1.30

Status:

Pillar

Application Development Environment

Internet/Web: Application Development Environment

Definition:
Tools for developing custom applications for the Internet-style environments (e.g., Internet, Intranet, Extranet).  A software framework in which 
various development tools (e.g., compilers, debuggers, etc.) coexist to assist programmers in developing application programs.

Technology Standards:

Selection Reasoning:
Reserve for future use

Product Standards:
Reserve for future use

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
DHTML, MS Visual Interdev, Active Server Pages (ASP), 
HTML, Vbscript, javascript

Tactical: Approved for Use
HTML, DHTML, Active Server Pages (ASP), MS Visual 
Interdev, Vbscript, javascript

Strategic Direction:
--

Implications and Dependencies:
Reserve for future use

Mainstream:
DHTML, MS Visual Interdev, Active Server Pages (ASP), HTML, 
Vbscript, javascript

Containment:
--

Emerging:
com/dcom

Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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US Customs Enterprise Architecture: Sub-Domain Profile

Domain:

1

Sub-Domain:

1.30

Status:

Pillar

Application Development Environment

Internet/Web: Application Development Environment

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

 Role  Name  Contact Information  Org.ID

Rod MacDonald 703-921-7551 OITSubject Matter Expert
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US Customs Enterprise Architecture: Sub-Domain Profile

Technology domains are defined as the primary classification level of the technology components of the TRM.  Domains are defined for grouping purposes only.

Domain:

Workgroup Computing2

Application Services

Sub-Domains

Technology Reference Model Index Page

Technology sub-domains comprise the domain groups and represent the categories to which definitions, standards, product standards, benefits, selection criteria and product 
planning portfolios are applied.

Points of Contact: Domain Owner(s)

Status:Name:Ref.#:

2.10 PillarWorkgroup Applications

 Role  Name  Contact Information  Org.ID

Rod MacDonald 703-921-7551 OITDomain Owner

John Hill 703-921-7172 OITDomain Owner

MC King 703-921-7553 OITDomain Owner

Mickey Boyle 703-921-5898 OITDomain Owner
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Domain:

2

Sub-Domain:

2.10

Status:

Pillar

Workgroup Computing

Workgroup Applications

Definition:
Software that support individuals working in teams and functional or administrative workgroups. These applications help people work together 
towards a common objective by providing computer-assisted communication through a shared document or a shared document database.  The goal 
of this class of applications is the sharing of information and coordination of effort between the individuals in the workgroup.  The applications may 
also assist in organizing, coordinating and managing the flow of work and the sequence of tasks that are required to execute a business process.

Workgroup applications enable multiple co-located users to share applications and data to coordinate activities and share computing resources.

Technology Standards:
Reserve for future use

Selection Reasoning:
Reserve for future use

Product Standards:
Lotus Notes

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
Organizer, Lotus Notes

Strategic Direction:
Lotus Notes

Implications and Dependencies:
Reserve for future use

Mainstream:
--

Containment:
--

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

2

Sub-Domain:

2.10

Status:

Pillar

Workgroup Computing

Workgroup Applications

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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US Customs Enterprise Architecture: Sub-Domain Profile

Technology domains are defined as the primary classification level of the technology components of the TRM.  Domains are defined for grouping purposes only.

Domain:

Document Management3

Application Services

Sub-Domains

Technology Reference Model Index Page

Technology sub-domains comprise the domain groups and represent the categories to which definitions, standards, product standards, benefits, selection criteria and product 
planning portfolios are applied.

Points of Contact: Domain Owner(s)

Status:Name:Ref.#:

3.10 PillarDocument Management

 Role  Name  Contact Information  Org.ID

Rod MacDonald 703-921-7551 OITDomain Owner
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US Customs Enterprise Architecture: Sub-Domain Profile

Domain:

3

Sub-Domain:

3.10

Status:

Pillar

Document Management

Document Management

Definition:
Document Management provides the means to store, easily locate, retrieve and exercise control over documents throughout their life cycle. 
Document Management applies to documents already in electronic form while Document Imaging provides for the electronic capture, storage and 
retrieval of documents that were originally in paper form. Documents are no longer considered to be just paper or word processing files, but can 
include spreadsheets, audio and video files, web pages, e-mail messages and images.

Technology Standards:

Selection Reasoning:Product Standards: Benefits:

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
--

Strategic Direction:
--

Implications and Dependencies:

Mainstream:
--

Containment:

Emerging:
AIM (Project management relationship tracking), Cyber Docs, PC 
Docs, Eastman Software

Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.

Page 21 of 1779/16/99 11:44:18 AMSub-Domain Profile Report:



US Customs Enterprise Architecture: Sub-Domain Profile

Domain:

3

Sub-Domain:

3.10

Status:

Pillar

Document Management

Document Management

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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US Customs Enterprise Architecture: Sub-Domain Profile

Technology domains are defined as the primary classification level of the technology components of the TRM.  Domains are defined for grouping purposes only.

Domain:

Database Technologies1

Data Management Services

Sub-Domains

Technology Reference Model Index Page

Technology sub-domains comprise the domain groups and represent the categories to which definitions, standards, product standards, benefits, selection criteria and product 
planning portfolios are applied.

Points of Contact: Domain Owner(s)

Database technology is evolving rapidly. Data storage and access have matured from a flat file model of the late '60s and early '70s to hierarchical, networking, and relational 
database management systems. There is currently an association in many people's minds between the term "database" and the commonly used database management system 
(DBMS) software products produced and sold by major DBMS kernel manufacturers. The association is valid, but it is also overly restrictive. A database is any collection of data with 
a coherent structure that can be manipulated in some well-understood way using some primitive set of data-processing operations. Systems that manage routing tables for computer 
networks, electronic mail aliases, and even the information in electronic personal planners are also DBMSs, though they are frequently overlooked.

Central to most systems is the management of data that can be defined independently of the processes that create or use that data, maintained indefinitely, and shared among many 
processes.

Database Management System Services

DBMS services provide controlled access to and modification of structured data. To manage the data, the DBMS provides concurrency control and facilities to combine data from 
different schemas. DBMS services are accessible through a programming language interface, an interactive data manipulation language interface such as Structured Query 
Language (SQL), or an interactive/fourth-generation language interface. For efficiency, database management systems generally provide specific services to create, populate, move, 
backup, restore/recover, and archive databases, although some of these services could be provided by general file management capabilities described in operating system services.

Status:Name:Ref.#:

1.10 FoundationEnterprise DBMS

1.20 FoundationWorkgroup DBMS

1.30 PillarDesktop DBMS

1.40 PillarDBMS Gateways

 Role  Name  Contact Information  Org.ID

Susan Wyatt 703-921-6198 OITDomain Owner

Sue Oliveri 703-921-6523 OITDomain Owner

Clyde McPherson 703-921-6074 PSIDomain Owner
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US Customs Enterprise Architecture: Sub-Domain Profile

Domain:

1

Sub-Domain:

1.10

Status:

Foundation

Database Technologies

Enterprise DBMS

Definition:
The enterprise DBMS refers to database systems that are typically used in conjunction with enterprise applications.  They are commonly used 
across many disparate work locations by a large number of users.  Enterprise DMBS's can reside on one large central server (e.g., a mainframe or 
Unix server) or be linked across distributed servers.

Technology Standards:

Selection Reasoning:
Reserved for futue use

Product Standards:
Oracle, DB2

Benefits:
Reserved for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
MVS: DB2, CA-DATACOM/DB
Non-MVS: Oracle

Tactical: Approved for Use
MVS: CA-DATACOM/DB (contained), DB2
Non-MVS: Oracle

Strategic Direction:
MVS: DB2
Non-MVS: Oracle

Implications and Dependencies:
Reserved for futue use

Mainstream:
MVS: DB2, CA-DATACOM/DB
Non-MVS: Oracle

Containment:
CA-DATACOM/DB

Emerging:Retirement:

Rejected:
UDB

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.

Page 24 of 1779/16/99 11:44:19 AMSub-Domain Profile Report:



US Customs Enterprise Architecture: Sub-Domain Profile

Domain:

1

Sub-Domain:

1.10

Status:

Foundation

Database Technologies

Enterprise DBMS

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

 Role  Name  Contact Information  Org.ID

Sandy Dermer 703-921-6273 OITSubject Matter Expert

Robert Hood 703-921-6522 OITSubject Matter Expert

Susan Wyatt 703-921-6198 OITSubject Matter Expert

Paul Conner 703-921-6520 PCCISubject Matter Expert
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Domain:

1

Sub-Domain:

1.20

Status:

Foundation

Database Technologies

Workgroup DBMS

Definition:
Workgroup DMBS refers to local databases that are typically shared across a LAN.  These types of databases support individuals working in teams 
and functional or administrative workgroups. They commonly have a smaller number of users and are not linked to other databases in other 
locations or workgroups.

Technology Standards:

Selection Reasoning:
Reserve for future use

Product Standards:
Oracle

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
Oracle, MS SQL Server

Tactical: Approved for Use
Oracle

Strategic Direction:
Oracle

Implications and Dependencies:
Reserve for future use

Mainstream:
Oracle, MS SQL Server

Containment:
MS SQL Server

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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US Customs Enterprise Architecture: Sub-Domain Profile

Domain:

1

Sub-Domain:

1.20

Status:

Foundation

Database Technologies

Workgroup DBMS

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

 Role  Name  Contact Information  Org.ID

Paul Conner 703-921-6520 PCCISubject Matter Expert

Sue Oliveri 703-921-6523 OITSubject Matter Expert
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Domain:

1

Sub-Domain:

1.30

Status:

Pillar

Database Technologies

Desktop DBMS

Definition:
Desktop DBMS's are stand-alone databases that reside on and are accessed from a desktop workstation.  The database is not shared across 
WAN's, LAN's or accessible from other workstations.

Technology Standards:

Selection Reasoning:
Reserve for future use

Product Standards:
MS Access

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
MS-Access, FoxPro, dBase

Tactical: Approved for Use
MS-Access

Strategic Direction:
MS-Access

Implications and Dependencies:
Reserve for future use

Mainstream:
MS-Access, FoxPro, dBase

Containment:
FoxPro, dBase

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.

Page 28 of 1779/16/99 11:44:19 AMSub-Domain Profile Report:



US Customs Enterprise Architecture: Sub-Domain Profile

Domain:

1

Sub-Domain:

1.30

Status:

Pillar

Database Technologies

Desktop DBMS

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

 Role  Name  Contact Information  Org.ID

Rodney Hess 703-921-6242 OITSubject Matter Expert
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Domain:

1

Sub-Domain:

1.40

Status:

Pillar

Database Technologies

DBMS Gateways

Definition:
A DBMS gateway provides the communications and navigation functions that enable access and interoperability between similar and dissimilar 
DBMSs.

Technology Standards:
Optional - ISO/IEC 9579: RDA

Selection Reasoning:
OIT evaluation biased primarily by compatibility 
and synergy with DBMS choices

Product Standards:
IBM DataJoiner, Oracle Transparent Gateway 
DB2, Oracle Procedural Gateway APPC

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
Oracle Procedural Gateway APPC

Tactical: Approved for Use
Oracle Procedural Gateway APPC (Will be dropped when 
TCP/IP is implemented))

Strategic Direction:
--

Implications and Dependencies:
OIT evaluation biased primarily by compatibility and synergy with DBMS 
choices

Mainstream:
Oracle Procedural Gateway APPC

Containment:
Oracle Procedural Gateway APPC (Will drop when TCP/IP is 
implemented)

Emerging:
Oracle Transparent Gateway DB2, IBM DataJoiner

Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

1

Sub-Domain:

1.40

Status:

Pillar

Database Technologies

DBMS Gateways

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

 Role  Name  Contact Information  Org.ID

Paul Conner 703-921-6520 PCCISubject Matter Expert

Wayne Arrington 703-921-6528 CASubject Matter Expert

Carlos Washington 703-921-6217 BTISubject Matter Expert

Robert Hood 703-921-6522 OITSubject Matter Expert
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Technology domains are defined as the primary classification level of the technology components of the TRM.  Domains are defined for grouping purposes only.

Domain:

Data Warehouse2

Data Management Services

Sub-Domains

Technology Reference Model Index Page

Technology sub-domains comprise the domain groups and represent the categories to which definitions, standards, product standards, benefits, selection criteria and product 
planning portfolios are applied.

Points of Contact: Domain Owner(s)

Data Warehouse is an environment in which data is queried and manipulated to support analytic or decision-support type workloads.  It is composed of a set of tools designed for 
those types of workloads.  The data is generally stored in a Relational DBMS (RDBMS) or variant of an RDBMS to gain the functionality to see multiple views and dimensions of data.

A data architecture provides a framework for identifying how the data will move throughout the system and be utilized within the corporation. With a data warehouse, the data 
architecture's primary component is a read-only database for decision support. Data is extracted from source systems, databases and files; and it is integrated and transformed 
before being loaded in the data warehouse. Users access the data warehouse via a front-end tool or application. These tools may be two tier or three tier in structure.

Status:Name:Ref.#:

2.10 ProposedData Warehouse Databases

2.20 PillarTransformation Tools

2.30 PillarData Query Tools

 Role  Name  Contact Information  Org.ID

Valerie Boykin OITDomain Owner

Susan Wyatt 703-921-6198 OITDomain Owner

Sue Oliveri 703-921-6523 OITDomain Owner
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Domain:

2

Sub-Domain:

2.10

Status:

Proposed

Data Warehouse

Data Warehouse Databases

Definition:
Data Warehouse is an environment in which data is queried and manipulated to support analytic or decision-support type workloads.  It is composed 
of a set of tools designed for those types of workloads.  The data is generally stored in a Relational DBMS (RDBMS) or variant of an RDBMS to 
gain the functionality to see multiple views and dimensions of data.

Technology Standards:

Selection Reasoning:Product Standards: Benefits:

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
--

Strategic Direction:
--

Implications and Dependencies:

Mainstream:
--

Containment:

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

2

Sub-Domain:

2.10

Status:

Proposed

Data Warehouse

Data Warehouse Databases

Architect's Remarks:
Further work required.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

2

Sub-Domain:

2.20

Status:

Pillar

Data Warehouse

Transformation Tools

Definition:
Software that populates a data warehouse/data mart. Extraction vendors concentrate on taking data from legacy databases and loading it to target 
databases, whereas transformation vendors concentrate on the process of integrating and consolidating data from disparate data sources.

Technology Standards:

Selection Reasoning:Product Standards: Benefits:

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use Strategic Direction:

Implications and Dependencies:

Mainstream:
--

Containment:
--

Emerging:
Constellar

Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

2

Sub-Domain:

2.20

Status:

Pillar

Data Warehouse

Transformation Tools

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

2

Sub-Domain:

2.30

Status:

Pillar

Data Warehouse

Data Query Tools

Definition:
Data query tools provide a mid-level query capability for users.  Some of these tools provide SQL-based query capability with a graphical front-end 
to assist users in formulating SQL-syntax.

Technology Standards:
Reserve for future use

Selection Reasoning:
Reserve for future use

Product Standards:
Reserve for future use

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
Cognos, CA-DATAQUERY, QMF

Tactical: Approved for Use
Cognos, CA-DATAQUERY

Strategic Direction:
Cognos

Implications and Dependencies:
Reserve for future use

Mainstream:
Cognos, CA-DATAQUERY, QMF

Containment:
Eztrieve, SQL*Plus, CA-DATAQUERY, QMF

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

2

Sub-Domain:

2.30

Status:

Pillar

Data Warehouse

Data Query Tools

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

Page 38 of 1779/16/99 11:44:20 AMSub-Domain Profile Report:



US Customs Enterprise Architecture: Sub-Domain Profile

Technology domains are defined as the primary classification level of the technology components of the TRM.  Domains are defined for grouping purposes only.

Domain:

Data Management3

Data Management Services

Sub-Domains

Technology Reference Model Index Page

Technology sub-domains comprise the domain groups and represent the categories to which definitions, standards, product standards, benefits, selection criteria and product 
planning portfolios are applied.

Points of Contact: Domain Owner(s)

In today's business environment, data is typically spread across multiple DBMSs, hardware platforms, and operating systems. Access to an enterprise's data can be a complex 
process. Distributed data services, which support access to distributed data, consist of dialogue management, association control, resource-handling, and data language services 
between a single client and a single server. Association control includes making a connection to a specific database at the server site.

The SQL specification is not sufficient for the development of distributed system environments. For example, SQL assumes all data operations are to be performed upon a single 
database system, and therefore, does not have a naming mechanism. The naming of a database is, however, an essential requirement for dealing with data from several systems. 
Remote data access services specifies how to establish a remote connection between a database client, acting on behalf of an application program, and a database server, 
interfacing to a process that controls data transfers to and from a database.

Status:Name:Ref.#:

3.10 PillarData Modeling

3.20 PillarDatabase Management Tools

 Role  Name  Contact Information  Org.ID

Susan Wyatt 703-921-6198 OITDomain Owner

Sue Oliveri 703-921-6523 OITDomain Owner
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Domain:

3

Sub-Domain:

3.10

Status:

Pillar

Data Management

Data Modeling

Definition:
Data modeling is a set of tools for graphically modeling application processes, data, relationships, and constraints .  Some tools include capabilities 
to generate application code and data definitions from these models.

Data modeling is an umbrella term for a collection of tools and techniques which are said by their distributors to promise revolutionary gains in 
analyst and programmer productivity.  The two prominent delivered technologies are application generators and PC-based workstations that provide 
graphics-oriented automation of the front end of the development process.  Graphical, interactive tools for the analysis and design phases of 
application software development.

Technology Standards:
Unified Modeling Language (UML)

Selection Reasoning:
N/A

Product Standards:
None

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
Oracle Designer, CoolGen (Upgrade version of TI 
Composer), TI Composer (Obsolete), LBMS (TECS 
team), Paradigm Plus

Tactical: Approved for Use
CoolGen

Strategic Direction:
CoolGen

Implications and Dependencies:
N/A

Mainstream:
Oracle Designer, CoolGen (Upgrade version of TI Composer), TI 
Composer (Obsolete), LBMS (TECS team), Paradigm Plus

Containment:
Paradigm Plus, LBMS, CoolGen

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

3

Sub-Domain:

3.10

Status:

Pillar

Data Management

Data Modeling

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

 Role  Name  Contact Information  Org.ID

MC King 703-921-7553 OITSubject Matter Expert

Nida Zilevicius 703-921-7348 OITSubject Matter Expert

Mickey Boyle 703-921-5898 OITSubject Matter Expert

Ellen Mulvenna 703-921-5888 OITSubject Matter Expert
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Domain:

3

Sub-Domain:

3.20

Status:

Pillar

Data Management

Database Management Tools

Definition:
Database management includes database backup, restore, recovery, and internal DBMS space management, schema management, performance 
monitoring, and other internal DBMS management functions.

Technology Standards:
Reserve for future use

Selection Reasoning:
Synergy with Oracle and DB2

Product Standards:
Oracle Enterprise Manager, DB2 tools

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
Oracle Toolset, Precise, SavantQ (Diagnostics), Oracle 
Enterprise Manager

Tactical: Approved for Use
MVS: DB2-related tools
Oracle Toolset, Oracle Enterprise Manager, Precise, 
SavantQ (Diagnostics)

Strategic Direction:
MVS: DB2-related tools
Oracle Enterprise Manager

Implications and Dependencies:
Synergy with Oracle and DB2

Mainstream:
Oracle Toolset, Precise, SavantQ (Diagnostics), Oracle Enterprise 
Manager

Containment:
--

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

3

Sub-Domain:

3.20

Status:

Pillar

Data Management

Database Management Tools

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

 Role  Name  Contact Information  Org.ID

Susan Wyatt 703-921-6198 OITSubject Matter Expert

Sue Oliveri 703-921-6523 OITSubject Matter Expert
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Technology domains are defined as the primary classification level of the technology components of the TRM.  Domains are defined for grouping purposes only.

Domain:

Middleware1

Integration Services

Sub-Domains

Technology Reference Model Index Page

Technology sub-domains comprise the domain groups and represent the categories to which definitions, standards, product standards, benefits, selection criteria and product 
planning portfolios are applied.

Points of Contact: Domain Owner(s)

Status:Name:Ref.#:

1.10 FoundationOnline Transaction Processors (OLTP)

1.20 FoundationMessaging-Oriented Middleware (MOM)

1.30 PillarObject Request Brokers (ORB)

 Role  Name  Contact Information  Org.ID

Tom Queen 703-921-6110 OITDomain Owner

Susan Wyatt 703-921-6198 OITDomain Owner
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Domain:

1

Sub-Domain:

1.10

Status:

Foundation

Middleware

Online Transaction Processors (OLTP)

Definition:
A transaction is a discrete "unit of work", typically in a database system.  Online transaction processing takes place in real-time.  A management 
mechanism is needed to prevent overwrites of data and provides synchronization if a transaction must update data in multiple locations.  Other 
requirements include the ability to roll back failed transactions, provide security features, and provide data recovery if necessary.  This is handled 
by a transaction processing monitor.  The monitor ensures that transactions are either fully completed, or rolled-back so the database assumes its 
pre-transaction state.

OLTP is a mode of processing characterized by short transactions recording business events that normally requires high availability and consistent, 
short response-times. A category of application that requires that a request for service be answered within a predictable period that approaches real 
time.

Technology Standards:
Optional - ISO/IEC 10026-1: ISO DTP Model; X/Open DTP Model: Open Group DTP Model; ISO/IEC 10026-2: ISO DTP Service Standards; APPC: 
Open Group APPC Standard; TxRPC: Open Group Transaction RPC; XATMI: Open Group Application/Transaction Manager Interface Standard; STDL 
P536-1995: Open Group Structured Transaction Definition Standard; ISO/IEC 10026-3: ISO DTP Protocol Standard; XAP-TP CAE Spec. C409-1995: 
Open Group XAP-TP; XA Standard; Open Group XA; XA+ Standard: Open Group XA+; TX Standard: Open Group TX

Selection Reasoning:
Reserve for future use

Product Standards:
IBM CICS/6000 on Sun and Intel hardware; 
CICS/ESA on mainframe

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
MVS: CICS

Tactical: Approved for Use
MVS: CICS
CICS\6000

Strategic Direction:
MVS: CICS

Implications and Dependencies:
Reserve for future use

Mainstream:
MVS: CICS

Containment:
Tuxedo (To support Peoplesoft implementation)

Emerging:
MTS

Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

1

Sub-Domain:

1.10

Status:

Foundation

Middleware

Online Transaction Processors (OLTP)

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

 Role  Name  Contact Information  Org.ID

Tom Queen 703-921-6110 OITSubject Matter Expert
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Domain:

1

Sub-Domain:

1.20

Status:

Foundation

Middleware

Messaging-Oriented Middleware (MOM)

Definition:
Messaging-Oriented Middleware provides software-based mechanisms for (a)synchronously storing "messages" in a queue used to transfer 
information between one application process and another over a network.

Technology Standards:
Reserve for future use

Selection Reasoning:
Reserve for future use

Product Standards:
IBM MQ Series

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
MQSeries

Tactical: Approved for Use
MQSeries

Strategic Direction:
MQSeries

Implications and Dependencies:
Reserve for future use

Mainstream:
MQSeries

Containment:
--

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.

Page 47 of 1779/16/99 11:44:20 AMSub-Domain Profile Report:



US Customs Enterprise Architecture: Sub-Domain Profile

Domain:

1

Sub-Domain:

1.20

Status:

Foundation

Middleware

Messaging-Oriented Middleware (MOM)

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

 Role  Name  Contact Information  Org.ID

Bill Higgins 703-921-6312 CompuTechSubject Matter Expert
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Domain:

1

Sub-Domain:

1.30

Status:

Pillar

Middleware

Object Request Brokers (ORB)

Definition:
In an object-oriented, distributed computing environment, and ORB can provide the key communication facility for distributing messages among the 
applications, services, and facilities of the network.  It is a sort of software bus, or backbone, that provides a common messaging interface 
through which many different kinds of objects can communicate in a peer-to-peer scheme.

Technology Standards:
Optional - CORBA 2.0 OMG Doc 96-03-04: CORBA including IIOP; OMG docs 95-12-30,31,32,33,34: LiveObjects (OpenDoc); OMG docs 94-01-01, 
94-10-07,94-09-15,94-05-08, 94-08-04,94-05-05,94-05-06,95-12-08,96-01-08,95-11-08: CORBA Services

Selection Reasoning:
Reserve for future use

Product Standards:
IONA Orbix

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
IONA Orbix (ACE development), IBM DSOM (ACE 
development)

Tactical: Approved for Use
TBD

Strategic Direction:
TBD

Implications and Dependencies:
Reserve for future use

Mainstream:
IONA Orbix (ACE development), IBM DSOM (ACE development)

Containment:
IBM DSOM

Emerging:
IBM DSOM, IONA Orbix

Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

1

Sub-Domain:

1.30

Status:

Pillar

Middleware

Object Request Brokers (ORB)

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

 Role  Name  Contact Information  Org.ID

Bill Higgins 703-921-6312 CompuTechSubject Matter Expert
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Technology domains are defined as the primary classification level of the technology components of the TRM.  Domains are defined for grouping purposes only.

Domain:

Workflow2

Integration Services

Sub-Domains

Technology Reference Model Index Page

Technology sub-domains comprise the domain groups and represent the categories to which definitions, standards, product standards, benefits, selection criteria and product 
planning portfolios are applied.

Points of Contact: Domain Owner(s)

Status:Name:Ref.#:

2.10 PillarWorkflow (High-Volume Routing)
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Domain:

2

Sub-Domain:

2.10

Status:

Pillar

Workflow

Workflow (High-Volume Routing)

Definition:
Automates the routing of information and business rules contained in business processes and is often used in conjunction with Business Process 
Re-engineering efforts. Tracks and monitors the flow of information, and can automatically send reminders and notifications when a step in the 
workflow is pending or overdue. Integrates with other Electronic Workplace components, such as electronic mail, document management and 
imaging.

Technology Standards:

Selection Reasoning:Product Standards: Benefits:

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
IBM AIF (Flowmark)

Tactical: Approved for Use
--

Strategic Direction:
--

Implications and Dependencies:

Mainstream:
IBM AIF (Flowmark)

Containment:

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

2

Sub-Domain:

2.10

Status:

Pillar

Workflow

Workflow (High-Volume Routing)

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Technology domains are defined as the primary classification level of the technology components of the TRM.  Domains are defined for grouping purposes only.

Domain:

Communications (Protocols)3

Integration Services

Sub-Domains

Technology Reference Model Index Page

Technology sub-domains comprise the domain groups and represent the categories to which definitions, standards, product standards, benefits, selection criteria and product 
planning portfolios are applied.

Points of Contact: Domain Owner(s)

Communications services provide a consistent, scalable and reliable approach to support multiple missions in a (possibly) secure network environment. Network services provide 
connectivity and basic services to foster communication across workgroups and sites. These services provide transport, internetworking, and interfaces that enable applications to 
communicate in a distributed environment and provide the capabilities and mechanisms to support distributed data access and interoperability in a heterogeneous environment. The 
services included in this category are:
 - Gateway services
 - Data access services
 - Data transport services

Status:Name:Ref.#:

3.20 PillarSNA Gateways

3.10 PillarProtocols

 Role  Name  Contact Information  Org.ID

Mickey Kelly 703-921-6153 OITDomain Owner
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Domain:

3

Sub-Domain:

3.10

Status:

Pillar

Communications (Protocols)

Protocols

Definition:
A set of procedures for establishing and controlling data transmission. Examples include IBM’s BSC (Binary Synchronous Communications) and 
SDLC (Synchronous Data Link Control) protocols.

LAN Protocols - The set of communications protocols suitable for local area networking.

WAN Protocols - The set of communications protocols suitable for wide-area networking.

Technology Standards:
TCP/IP

Selection Reasoning:
Reserve for future use

Product Standards:
LAN - Imbedded in operating systems (see 
Operating Systems)

WAN - Imbedded in WAN products (see 
routers, switches, etc.)

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
SNA, LU6.2, IPX/SPX, 3270, RJE-3770
Target: TCP/IP (Contingent on IP network deployment)

Tactical: Approved for Use
Non-IP: TN3270, 3270, SNA, LU6.2, IPX/SPX
Target: TCP/IP (Contingent on IP network capability)

Strategic Direction:
Non-IP: TN3270, SNA, LU6.2, IPX/SPX
Target: TCP/IP (Contingent on IP network deployment)

Implications and Dependencies:
Reserve for future use

Mainstream:
SNA, LU6.2, IPX/SPX, 3270, RJE-3770
Target: TCP/IP (Contingent on IP network deployment)

Containment:
SNA, 3270, IPX/SPX, LU6.2

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

3

Sub-Domain:

3.10

Status:

Pillar

Communications (Protocols)

Protocols

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

3

Sub-Domain:

3.20

Status:

Pillar

Communications (Protocols)

SNA Gateways

Definition:
Software that provides connectivity and protocol conversion from the LAN protocol (e.g., IPX, TCP/IP) to the WAN protocol (e.g., SDLC, LU6.2), 
and session connectivity for the end-user or application to its mainframe-based host application.

Technology Standards:
APPN; APPC; LU 6.2

Selection Reasoning:
Reserve for future use

Product Standards:
Microsoft SNA Server

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
NSA Gateway

Tactical: Approved for Use
NSA Gateway

Strategic Direction:
--

Implications and Dependencies:
Reserve for future use

Mainstream:
NSA Gateway

Containment:
--

Emerging:
MS SNA Server (TN3270 requires a homegrown API written to NSA 
script for upload/download)

Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

3

Sub-Domain:

3.20

Status:

Pillar

Communications (Protocols)

SNA Gateways

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Technology domains are defined as the primary classification level of the technology components of the TRM.  Domains are defined for grouping purposes only.

Domain:

Interchange4

Integration Services

Sub-Domains

Technology Reference Model Index Page

Technology sub-domains comprise the domain groups and represent the categories to which definitions, standards, product standards, benefits, selection criteria and product 
planning portfolios are applied.

Points of Contact: Domain Owner(s)

Information interchange services provide specialized support for the interchange of data among applications. These services are designed to handle data interchange between 
applications on the same platform and applications on homogeneous and heterogeneous platforms.  Components can include standards and services related to electronic data 
interchange, graphic and document interchange.

Status:Name:Ref.#:

4.10 PillarElectronic Data Interchange (EDI)

 Role  Name  Contact Information  Org.ID

Rod MacDonald 703-921-7551 OITDomain Owner

MC King 703-921-7553 OITDomain Owner

John Hill 703-921-7172 OITDomain Owner

Nida Zilevicius 703-921-7348 OITDomain Owner
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Domain:

4

Sub-Domain:

4.10

Status:

Pillar

Interchange

Electronic Data Interchange (EDI)

Definition:
The electronic transfer of preformatted business documents, such as purchase orders and bills of lading, between trading partners.

Technology Standards:
FIPS 161-1 (EDI,  EDIFACT & X.12)

Selection Reasoning:
Reserve for future use

Product Standards:
Sterling Commerce

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
--

Strategic Direction:
--

Implications and Dependencies:
Reserve for future use

Mainstream:
--

Containment:
--

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

4

Sub-Domain:

4.10

Status:

Pillar

Interchange

Electronic Data Interchange (EDI)

Architect's Remarks:
Further work required.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Technology domains are defined as the primary classification level of the technology components of the TRM.  Domains are defined for grouping purposes only.

Domain:

Network Infrastructure1

Common Services

Sub-Domains

Technology Reference Model Index Page

Technology sub-domains comprise the domain groups and represent the categories to which definitions, standards, product standards, benefits, selection criteria and product 
planning portfolios are applied.

Points of Contact: Domain Owner(s)

Status:Name:Ref.#:

1.10 PillarTopology

1.20 PillarHubs, Concentrators, Switches, & Routers

1.30 CommodityNetwork Interface Cards (NIC)

 Role  Name  Contact Information  Org.ID

Mickey Kelly 703-921-6153 OITDomain Owner

Ron Eschinger OITDomain Owner
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Domain:

1

Sub-Domain:

1.10

Status:

Pillar

Network Infrastructure

Topology

Definition:
Network topology describes the physical layout and electrical characteristics of the hardware and cables used to connect two or more devices in a 
network configuration.

LAN - A Local Area Network (LAN) topology is the physical layout of a subnetwork within a larger network.

WAN - A Wide Area Network (WAN) topology is the physical layout of interconnected subnetworks.  The subnetworks are interconnected with 
backbone cables and/or public services (e.g., Telco long-distance services) to enable smaller networks to communicate with may be connected with 
backbone cables and routers.

Technology Standards:
LAN - Fast Ethernet, ATM

WAN - ATM

Selection Reasoning:
Reserve for future use

Product Standards:
Reserve for future use

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
LAN: Ethernet
WAN: Frame Over ATM (WAN), X.25 (WAN)

Tactical: Approved for Use
LAN: Fast Ethernet (LAN), Ethernet
WAN: X.25, Frame Over ATM (WAN)

Strategic Direction:
LAN: Fast Ethernet (LAN)
WAN: Frame Over ATM (WAN)

Implications and Dependencies:
Reserve for future use

Mainstream:
LAN: Ethernet
WAN: Frame Over ATM (WAN), X.25 (WAN)

Containment:
--

Emerging:Retirement:
Token Ring

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

1

Sub-Domain:

1.10

Status:

Pillar

Network Infrastructure

Topology

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

1

Sub-Domain:

1.20

Status:

Pillar

Network Infrastructure

Hubs, Concentrators, Switches, & Routers

Definition:
If the topology remains a bus, LAN frames entering through a single port in a hub exit through all the ports in the hub. More precisely, the frame 
exits from one port, visits the stations cabled to that port, and returns to the hub so it can exit through the next port. This is the main characteristic 
of hubs: Frames visit all the attached stations.

A LAN switch is a device which receives traffic from copper or fiber cable segments, identifies blocks of data originating from them, and redirects 
the data blocks to other cable segments.  The essential difference between a LAN switch and the wiring hubs used for 10BaseT, 100BaseT, and 
100VG-AnyLAN Ethernet LANs is that each packet entering the LAN switch visits only one output connection instead of all the stations. Therefore, 
if a single station is attached to a LAN switch through a 10Mbps link, the entire 10Mbps of bandwidth is dedicated to it. (Several off-the-shelf 
switches are actually hybrid objects; they can act as both switches and intelligent hubs.

A special-purpose computer (or software package) that handles the connection between 2 or more networks. Routers spend all their time looking at 
the destination addresses of the packets passing through them and deciding which route to send them on.  A device that forwards traffic between 
networks. Forwarding decisions are made based on network layer information and routing tables, often constructed by routing protocols.

Technology Standards:
TCP/IP

Selection Reasoning:
Reserve for future use

Product Standards:
Personal: 3Com; Workgroup: 3Com; Enterprise: 
Cabletron

Benefits:
Reserve for future use

A. Profile Information:
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Domain:

1

Sub-Domain:

1.20

Status:

Pillar

Network Infrastructure

Hubs, Concentrators, Switches, & Routers

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
Cabletron, Bay Networks, Synoptic
Routers: CISCO
Switches: CISCO

Tactical: Approved for Use
Routers: CISCO
Switches: CISCO

Strategic Direction:
Routers: CISCO
Switches: CISCO

Implications and Dependencies:
Reserve for future use

Mainstream:
Cabletron, Bay Networks, Synoptic
Routers: CISCO
Switches: CISCO

Containment:
Bay Networks

Emerging:Retirement:
Cabletron
Device: Concentrators, Hubs

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

1

Sub-Domain:

1.30

Status:

Commodity

Network Infrastructure

Network Interface Cards (NIC)

Definition:
A network interface card (NIC) is an integrated circuit (IC) card inserted into a network or computing device provides electrical and physical 
connection to the a communications network.  An attachment that connects a device to a network, similar to an adapter.

Technology Standards:
See Topology and Protocol Domains

Selection Reasoning:
Reserve for future use

Product Standards:
3Com

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
SMC, 3COM

Tactical: Approved for Use
3COM
Enterprise Servers: Intel NIC

Strategic Direction:
3COM

Implications and Dependencies:
Reserve for future use

Mainstream:
SMC, 3COM

Containment:
SMC

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

1

Sub-Domain:

1.30

Status:

Commodity

Network Infrastructure

Network Interface Cards (NIC)

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Technology domains are defined as the primary classification level of the technology components of the TRM.  Domains are defined for grouping purposes only.

Domain:

Operating Systems2

Common Services

Sub-Domains

Technology Reference Model Index Page

Technology sub-domains comprise the domain groups and represent the categories to which definitions, standards, product standards, benefits, selection criteria and product 
planning portfolios are applied.

Points of Contact: Domain Owner(s)

Operating system services provide access to local computing resources (e.g., processes) and platform services (e.g., peripheral hardware devices). In addition, operating systems 
provide access to distributed platform services such as network file systems and naming services. Access to network protocol stacks is also provided through operating system 
service interfaces. Operating systems mediate access to computing resources between applications and unique platform and network hardware. The operating system provides many 
of the services for distributed computing. 

Standards-based operating systems use formally defined APIs for application program access to platform resources and are the basis for building open systems, which are the basis 
of distributed computing. Nonstandard operating systems provide implementation unique interfaces for applications development which requires unique coding for each platform.

Status:Name:Ref.#:

2.20 FoundationMainframe OS

2.10 FoundationDesktop/Client OS

2.30 FoundationNetwork OS (NOS)

2.40 FoundationApplication/Data Server OS

 Role  Name  Contact Information  Org.ID

Terry Spellane OITDomain Owner
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Domain:

2

Sub-Domain:

2.10

Status:

Foundation

Operating Systems

Desktop/Client OS

Definition:
Desktop/Client Operating Systems (OS) domain encompasses software that manages the desktop computing hardware resources, and provides low-
level software services required to support desktop applications and users.  It provides the operating environment and user interface for which to 
leverage the computational power of the hardware.  This class of operating system is not designed to support larger-scale applications nor user 
communities.  Hence, it has limited scalability.

Technology Standards:
1) Operating System Kernel
 -   FIPS 151-2: POSIX C Language System API
 -   Optional - IEEE 1003.1a: POSIX Part 1 (System API - Additional Functions); UNIX 95: Single UNIX Spec by the Open Group

2) Operating System Commands and Utilities
 -  FIPS 189: POSIX Part 2 (Shell and Utilities); 
 -  Optional - IEEE 1003.2b: POSIX  Shell and Utilities - extensions

3)  Real-time Support
 -  Optional - IEEE 1003.1b: POSIX  Real time services Amendment to IEEE 1003.1-1990; IEEE 1003.1c: POSIX  Real time threads; IEEE 1003.1d: 
POSIX  Real time extensions (additional); IEEE 1003.1i: POSIX  Real time services (additional)

4)  Management and Hardware support:  DMI; SNMP; APM

5)  Operating System Security

Selection Reasoning:
Windows NT is a current product that is 
supported and being enhanced. Windows NT is 
a suitable platform for application and data 
serving.Using Windows NT provides file and 
print services. Using Windows NT consolidates 
many functions (application /data service, file 
/print service, and various infrastructure 
services) on one platform, greatly easing 
administration, training, and support of field 
systems.

Product Standards:
1997-1998: Windows 3.1; 
1998+: Windows NT 4.0

Benefits:
Windows NT provides the level of security and 
reliability required by current and proposed 
application initiatives.

A. Profile Information:
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Domain:

2

Sub-Domain:

2.10

Status:

Foundation

Operating Systems

Desktop/Client OS

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
WinNT (Approximately 11,000 desktops), Win311 
(Approximately 9,500 desktops)

Tactical: Approved for Use
WinNT

Strategic Direction:
WinNT

Implications and Dependencies:
Windows NT is a current product that is supported and being enhanced. 
Windows NT is a suitable platform for application and data serving.Using 
Windows NT provides file and print services. Using Windows NT 
consolidates many functions (application /data service, file /print service, 
and various infrastructure services) on one platform, greatly easing 
administration, training, and support of field systems.

Mainstream:
WinNT (Approximately 11,000 desktops), Win311 (Approximately 9,500 
desktops)

Containment:
--

Emerging:Retirement:
DOS, Win311

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

 Role  Name  Contact Information  Org.ID

Rodney Hess 703-921-6242 OITSubject Matter Expert

Mickey Kelly 703-921-6153 OITSubject Matter Expert
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Domain:

2

Sub-Domain:

2.20

Status:

Foundation

Operating Systems

Mainframe OS

Definition:
The Mainframe Operating Systems (OS) domain encompasses software that is designed to manipulate the hardware resources of a mainframe 
computer to provide enterprise system-level services to a widely dispursed and large user community (generally worldwide).  The system-level 
services may include, but are not limited to, resource management, scheduling management, application execution, directory services, time 
services, security and authentication services.  These services may be provided in a centralized fashion or as part of a distributed solution.

Technology Standards:

Selection Reasoning:
Industry standard for IBM and Hitachi 
mainframe-class computing platforms.

Product Standards:
OS/390

Benefits:
Remaining current with the industry standard 
mainframe OS provides the maximum support 
and stability required for the heavily utilized 
mainframe environment.

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
OS/390

Tactical: Approved for Use
OS/390

Strategic Direction:
OS/390

Implications and Dependencies:
Industry standard for IBM and Hitachi mainframe-class computing platforms.

Mainstream:
OS/390

Containment:

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

2

Sub-Domain:

2.20

Status:

Foundation

Operating Systems

Mainframe OS

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

 Role  Name  Contact Information  Org.ID

Lee Neill 703-921-6500 BTISubject Matter Expert
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Domain:

2

Sub-Domain:

2.30

Status:

Foundation

Operating Systems

Network OS (NOS)

Definition:
The Network Operating Systems (OS) domain encompasses software that is designed to manipulate the hardware resources of a computer to 
provide localized system-level services to a limited, geographically small localized user community (generally within a building).  The system-level 
services may include, but are not limited to, file services, print services, directory services, time services, security and authentication services.  
These services may be provided in both distributed and non-distributed forms.

Technology Standards:
1) Operating System Kernel
 - FIPS 151-2: POSIX C Language System API
 - Optional - IEEE 1003.1a: POSIX Part 1 (System API - Additional Functions); UNIX 95: Single UNIX Spec by the Open Group

2) Operating System Commands and Utilities
 - FIPS 189: POSIX Part 2 (Shell and Utilities); 
 - Optional - IEEE 1003.2b: POSIX  Shell and Utilities - extensions

3) Real-time Support
- Optional - IEEE 1003.1b: POSIX  Real time services Amendment to IEEE 1003.1-1990; IEEE 1003.1c: POSIX  Real time threads;  IEEE 1003.1d: 
POSIX  Real time extensions (additional); IEEE 1003.1i: POSIX  Real time services (additional)

4) Operating System Security
- See Security

Selection Reasoning:
Reserve for future use

Product Standards:
1997-1998: Novell Netware; 1998+: Windows 
NT 4.0

Benefits:
By standardizing on one operating system for 
desktop/laptops, local networks and 
local/regional application and database servers, 
the overall cost of ownership will decrease and 
the level of support will increase as expertise 
and experience can be leveraged across many 
domains.

A. Profile Information:
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Domain:

2

Sub-Domain:

2.30

Status:

Foundation

Operating Systems

Network OS (NOS)

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
NetWare 3.x, NetWare 4.x

Tactical: Approved for Use
NetWare 4.x, NetWare 3.x

Strategic Direction:
NT-S, Netware 5.x

Implications and Dependencies:
Reserve for future use

Mainstream:
NetWare 3.x, NetWare 4.x

Containment:
NetWare 3.x

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

 Role  Name  Contact Information  Org.ID

Mickey Kelly 703-921-6153 OITSubject Matter Expert

Rodney Hess 703-921-6242 OITSubject Matter Expert
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Domain:

2

Sub-Domain:

2.40

Status:

Foundation

Operating Systems

Application/Data Server OS

Definition:
Operating systems designed to handle small workgroup multi-user applications and databases to high-end, multi-user enterprise applications and 
databases.  Application servers generally run commercial or custom-built software that provides the automation of business problems (e.g., 
Inventory, Human Resources, Billing, Importations, Passenger Processing, etc.).  Database Servers support the small workgroup to large enterprise-
scale database management systems and large user communities.

Technology Standards:
1) Operating System Kernel
- FIPS 151-2: POSIX C Language System API
- Optional - IEEE 1003.1a: POSIX Part 1 (System API - Additional Functions); UNIX 95: Single UNIX Spec by the Open Group

2) Operating System Commands and Utilities
 - FIPS 189: POSIX Part 2 (Shell and Utilities); 
 - Optional - IEEE 1003.2b: POSIX  Shell and Utilities - extensions

3) Real-time Support
- Optional - IEEE 1003.1b: POSIX  Real time services Amendment to IEEE 1003.1-1990; IEEE 1003.1c: POSIX  Real time threads; IEEE 1003.1d: 
POSIX  Real time extensions (additional); IEEE 1003.1i: POSIX  Real time services (additional)

4) Operating System Security
- See Security

Selection Reasoning:
Reserve for future use

Product Standards:
Sun Solaris

Note:  Windows NT also is a product standard 
for situations where small to moderate demand 
is placed on the server by the applications, 
databases or system services.

Benefits:
Reserve for future use

A. Profile Information:
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Domain:

2

Sub-Domain:

2.40

Status:

Foundation

Operating Systems

Application/Data Server OS

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
AIX 4.x, Sun Solaris, NT-S

Tactical: Approved for Use
Enterprise Data: Sun Solaris, AIX 4.x (contained)
Web: NT-S

Strategic Direction:
NT-S, Sun Solaris

Implications and Dependencies:
Reserve for future use

Mainstream:
AIX 4.x, Sun Solaris, NT-S

Containment:
AIX

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

 Role  Name  Contact Information  Org.ID

Jay Pyne 703-921-6083 BTISubject Matter Expert

Page 77 of 1779/16/99 11:44:23 AMSub-Domain Profile Report:



US Customs Enterprise Architecture: Sub-Domain Profile

Technology domains are defined as the primary classification level of the technology components of the TRM.  Domains are defined for grouping purposes only.

Domain:

Storage Technologies3

Common Services

Sub-Domains

Technology Reference Model Index Page

Technology sub-domains comprise the domain groups and represent the categories to which definitions, standards, product standards, benefits, selection criteria and product 
planning portfolios are applied.

Points of Contact: Domain Owner(s)

Status:Name:Ref.#:

3.10 CommodityDisk Storage Subsystems

 Role  Name  Contact Information  Org.ID

Rodney Hess 703-921-6242 OITDomain Owner

Gary Mastin 703-921-6073 OITDomain Owner
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Domain:

3

Sub-Domain:

3.10

Status:

Commodity

Storage Technologies

Disk Storage Subsystems

Definition:
Disk storage subsystems are hardware-based products designed to provide online storage and retrieval of data on magnetic media.  The data is 
accessed via read/write heads which scan the media surface.  The surface geometry is generally designed in the form of one or more platters.

Technology Standards:

Selection Reasoning:Product Standards: Benefits:

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
EMC-DASD, IBM-DASD, Hitachi-DASD

Tactical: Approved for Use
--

Strategic Direction:
--

Implications and Dependencies:

Mainstream:
EMC-DASD, IBM-DASD, Hitachi-DASD

Containment:

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

3

Sub-Domain:

3.10

Status:

Commodity

Storage Technologies

Disk Storage Subsystems

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Technology domains are defined as the primary classification level of the technology components of the TRM.  Domains are defined for grouping purposes only.

Domain:

Power Management Technologies4

Common Services

Sub-Domains

Technology Reference Model Index Page

Technology sub-domains comprise the domain groups and represent the categories to which definitions, standards, product standards, benefits, selection criteria and product 
planning portfolios are applied.

Points of Contact: Domain Owner(s)

Status:Name:Ref.#:

4.10 CommodityUninterruptible Power Supply (UPS)

 Role  Name  Contact Information  Org.ID

Mickey Kelly 703-921-6153 OITDomain Owner

Rodney Hess 703-921-6242 OITDomain Owner

Terry Spellane OITDomain Owner
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Domain:

4

Sub-Domain:

4.10

Status:

Commodity

Power Management Technologies

Uninterruptible Power Supply (UPS)

Definition:
A device which provides a steady source of electricity to a piece of equipment.

Technology Standards:
Reserve for future use

Selection Reasoning:
Reserve for future use

Product Standards:
APC UPS

Benefits:
Provides hardware protection against 
momentary variations in electrical power, a 
short to long duration backup power supply 
(depending on the UPS model) to allow 
continued hardware processing during electrical 
outages or  to allow operators time to safely 
shut the server down to prevent data corruption 
and system configuration failures.

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
APC UPS

Tactical: Approved for Use
APC UPS

Strategic Direction:
APC UPS

Implications and Dependencies:
Reserve for future use

Mainstream:
APC UPS

Containment:
--

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

4

Sub-Domain:

4.10

Status:

Commodity

Power Management Technologies

Uninterruptible Power Supply (UPS)

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

 Role  Name  Contact Information  Org.ID

Terry Spellane OITSubject Matter Expert

Rodney Hess 703-921-6242 OITSubject Matter Expert

Mickey Kelly 703-921-6153 OITSubject Matter Expert
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Technology domains are defined as the primary classification level of the technology components of the TRM.  Domains are defined for grouping purposes only.

Domain:

Security Technologies5

Common Services

Sub-Domains

Technology Reference Model Index Page

Technology sub-domains comprise the domain groups and represent the categories to which definitions, standards, product standards, benefits, selection criteria and product 
planning portfolios are applied.

Points of Contact: Domain Owner(s)

Status:Name:Ref.#:

5.110 FoundationVirus Protection

5.70 ProposedPublic Key Infrastructure (PKI)

5.60 PillarAccess Control

5.10 FoundationSecurity Management

5.20 FoundationNetwork Authentication

5.21 ProposedSingle Signon

5.22 RetiredCertificates

5.30 FoundationNetwork Encryption

5.31 ProposedData Encryption

5.32 ProposedVoice Encryption

5.40 PillarRemote Access Software

5.41 PillarSecure Dial-In

5.42 FoundationIntrusion Detection

5.50 FoundationInternet Firewall

5.90 FoundationSecurity Monitoring and Auditing

5.80 PillarIdentification and Authorization (I&A)

5.100 ProposedVulnerability Assessment

 Role  Name  Contact Information  Org.ID

John Buckley OITDomain Owner

Ed Keefe OITDomain Owner
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Domain:

5

Sub-Domain:

5.10

Status:

Foundation

Security Technologies

Security Management

Definition:
Protection and control of network and system resources from unauthorized use or sabotage.

Technology Standards:
Reserve for future use

Selection Reasoning:
Reserve for future use

Product Standards:
Reserve for future use

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
Tivoli

Strategic Direction:
Tivoli

Implications and Dependencies:
Reserve for future use

Mainstream:
--

Containment:
--

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

5

Sub-Domain:

5.10

Status:

Foundation

Security Technologies

Security Management

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

 Role  Name  Contact Information  Org.ID

Vic Marshall 703-921-6076 SAICSubject Matter Expert
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Domain:

5

Sub-Domain:

5.20

Status:

Foundation

Security Technologies

Network Authentication

Definition:
Network authentication products provide security measures and controls designed to protect against an imitative communications deception by 
establishing the validity of a transmission, message, or originator, or a means of verifying an individual’s eligibility to receive specific categories of 
information.  This relates primarily to trusted server-to-trusted server connections.

Technology Standards:
Reserve for future use

Selection Reasoning:
Reserve for future use

Product Standards:
Reserve for future use

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
Cylink Secure Frame Unit

Strategic Direction:
Cylink Secure Frame Unit

Implications and Dependencies:
Reserve for future use

Mainstream:
--

Containment:
--

Emerging:Retirement:
RACAL (Used for TCS), SafeNet IRE (Used for Broker Interface)

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

5

Sub-Domain:

5.20

Status:

Foundation

Security Technologies

Network Authentication

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

5

Sub-Domain:

5.21

Status:

Proposed

Security Technologies

Single Signon

Definition:
A process to enable a remote user to log into multiple systems from a single login event.

Technology Standards:

Selection Reasoning:Product Standards: Benefits:

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
--

Strategic Direction:
--

Implications and Dependencies:

Mainstream:
--

Containment:
--

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

5

Sub-Domain:

5.21

Status:

Proposed

Security Technologies

Single Signon

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

5

Sub-Domain:

5.22

Status:

Retired

Security Technologies

Certificates

Definition:
An attachment to an electronic message used to verify that a user sending a message is who he or she claims to be, and to provide the receiver 
with the means to encode a reply.

Technology Standards:

Selection Reasoning:Product Standards: Benefits:

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
Entrust

Strategic Direction:
Entrust

Implications and Dependencies:

Mainstream:
--

Containment:
--

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

5

Sub-Domain:

5.22

Status:

Retired

Security Technologies

Certificates

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

5

Sub-Domain:

5.30

Status:

Foundation

Security Technologies

Network Encryption

Definition:
Network encryption is the encryption of information at the origin of the communications network and postponing decryption until it reaches its final 
destination point.

Technology Standards:
Reserve for future use

Selection Reasoning:
Reserve for future use

Product Standards:
SmartGate

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
Cylink Secure Frame Unit, SafeNet IRE (Only for VPN)

Strategic Direction:
--

Implications and Dependencies:
Reserve for future use

Mainstream:
--

Containment:
--

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

5

Sub-Domain:

5.30

Status:

Foundation

Security Technologies

Network Encryption

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

5

Sub-Domain:

5.31

Status:

Proposed

Security Technologies

Data Encryption

Definition:
Data encryption is the process of transforming data to an unintelligible form in such a way that the original data cannot be obtained (one-way 
encryption) or it cannot be obtained without using the inverse decryption process.

Technology Standards:
Reserve for future use

Selection Reasoning:
N/A

Product Standards:
None

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
--

Strategic Direction:
--

Implications and Dependencies:
N/A

Mainstream:
--

Containment:
--

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

5

Sub-Domain:

5.31

Status:

Proposed

Security Technologies

Data Encryption

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

5

Sub-Domain:

5.32

Status:

Proposed

Security Technologies

Voice Encryption

Definition:
Voice encryption is the process of transforming voice, over communications lines or in a wireless transmission, to an unintelligible form in such a 
way that the original communication cannot be obtained without using the inverse decryption process.

Technology Standards:
Reserve for future use

Selection Reasoning:
N/A

Product Standards:
None

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
--

Strategic Direction:
--

Implications and Dependencies:
N/A

Mainstream:
--

Containment:
--

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

5

Sub-Domain:

5.32

Status:

Proposed

Security Technologies

Voice Encryption

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

Page 98 of 1779/16/99 11:44:25 AMSub-Domain Profile Report:



US Customs Enterprise Architecture: Sub-Domain Profile

Domain:

5

Sub-Domain:

5.40

Status:

Pillar

Security Technologies

Remote Access Software

Definition:
A remote access server is a gateway consisting of hardware and software that serves as a port protection device that authorizes access prior to 
and independent of a server or computer access control service.  A type of daemon (program) performing a service that does not run on the 
computer requesting a particular service.

Technology Standards:
Reserve for future use

Selection Reasoning:
Reserve for future use

Product Standards:
3COM/USR

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
Citrix, PCAnywhere, Shiva

Tactical: Approved for Use
Metaframe (for DC users only)

Strategic Direction:
3COM/USR

Implications and Dependencies:
Reserve for future use

Mainstream:
Citrix, PCAnywhere, Shiva

Containment:
Shiva

Emerging:Retirement:
WinFrame

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

5

Sub-Domain:

5.40

Status:

Pillar

Security Technologies

Remote Access Software

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

5

Sub-Domain:

5.41

Status:

Pillar

Security Technologies

Secure Dial-In

Definition:

Technology Standards:

Selection Reasoning:Product Standards: Benefits:

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
--

Strategic Direction:
--

Implications and Dependencies:

Mainstream:
--

Containment:
--

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

5

Sub-Domain:

5.41

Status:

Pillar

Security Technologies

Secure Dial-In

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

5

Sub-Domain:

5.42

Status:

Foundation

Security Technologies

Intrusion Detection

Definition:

Technology Standards:

Selection Reasoning:Product Standards: Benefits:

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
Axiant Intruder Alert, Axiant NetRanger, Shadow (from 
Navy)

Tactical: Approved for Use
Shadow (from Navy), Axiant NetRanger, Axiant Intruder 
Alert

Strategic Direction:
--

Implications and Dependencies:

Mainstream:
Axiant Intruder Alert, Axiant NetRanger, Shadow (from Navy)

Containment:
--

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

5

Sub-Domain:

5.42

Status:

Foundation

Security Technologies

Intrusion Detection

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

5

Sub-Domain:

5.50

Status:

Foundation

Security Technologies

Internet Firewall

Definition:
An Internet Firewall is a system or combination of systems, usually installed at the point where an organization’s protected internal networks and 
systems connect to the public Internet that enforces a boundary between the public Internet network and internal systems and networks.  The 
firewall also filters access in accordance with organizational security policy.  Typically, an Internet Firewall restricts users to entering and exiting 
systems through carefully controlled points, and prevents attackers from getting close to other defenses.

Technology Standards:
Reserve for future use

Selection Reasoning:
Reserve for future use

Product Standards:
Reserve for future use

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
Raptor Eagle NT

Tactical: Approved for Use
Raptor Eagle NT

Strategic Direction:
--

Implications and Dependencies:
Reserve for future use

Mainstream:
Raptor Eagle NT

Containment:

Emerging:Retirement:
Normal Firewall

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

5

Sub-Domain:

5.50

Status:

Foundation

Security Technologies

Internet Firewall

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

5

Sub-Domain:

5.60

Status:

Pillar

Security Technologies

Access Control

Definition:
A system of resource permissions implemented in directory services and policy-based networking

Technology Standards:

Selection Reasoning:Product Standards: Benefits:

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
MVS: TopSecret

Tactical: Approved for Use
MVS: TopSecret

Strategic Direction:
--

Implications and Dependencies:

Mainstream:
MVS: TopSecret

Containment:

Emerging:
RACF

Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

5

Sub-Domain:

5.60

Status:

Pillar

Security Technologies

Access Control

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

5

Sub-Domain:

5.70

Status:

Proposed

Security Technologies

Public Key Infrastructure (PKI)

Definition:
Technology and Processes that support the use of public key technology; these services may include key management, certificate issuance, 
certificate revocation, key and certificate validation, time stamping, message archiving, key recovery and digital notary services.

Technology Standards:
Not yet selected

Selection Reasoning:Product Standards: Benefits:

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
--

Strategic Direction:
--

Implications and Dependencies:

Mainstream:
--

Containment:

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

5

Sub-Domain:

5.70

Status:

Proposed

Security Technologies

Public Key Infrastructure (PKI)

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

5

Sub-Domain:

5.80

Status:

Pillar

Security Technologies

Identification and Authorization (I&A)

Definition:
Tools for replacing simple passwords with stronger practices such as tokens, one-time passwords and biometrics.

Technology Standards:

Selection Reasoning:Product Standards: Benefits:

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
--

Strategic Direction:
--

Implications and Dependencies:

Mainstream:
--

Containment:

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

5

Sub-Domain:

5.80

Status:

Pillar

Security Technologies

Identification and Authorization (I&A)

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

5

Sub-Domain:

5.90

Status:

Foundation

Security Technologies

Security Monitoring and Auditing

Definition:
Tools used for the collection of events related to system and network access, and they give proactive warnings if danger is detected

Technology Standards:

Selection Reasoning:Product Standards: Benefits:

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
Tivoli

Strategic Direction:
--

Implications and Dependencies:

Mainstream:
--

Containment:

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

5

Sub-Domain:

5.90

Status:

Foundation

Security Technologies

Security Monitoring and Auditing

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

5

Sub-Domain:

5.100

Status:

Proposed

Security Technologies

Vulnerability Assessment

Definition:
Tools and methods to test for weaknesses in security systems.

Technology Standards:

Selection Reasoning:Product Standards: Benefits:

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
--

Strategic Direction:
--

Implications and Dependencies:

Mainstream:
--

Containment:

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

5

Sub-Domain:

5.100

Status:

Proposed

Security Technologies

Vulnerability Assessment

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

5

Sub-Domain:

5.110

Status:

Foundation

Security Technologies

Virus Protection

Definition:
A virus is a program that has the ability to reproduce by modifying other pro-grams to include a copy of itself. It may contain destructive code that 
moves into multiple programs, data files, or devices on a system and spreads through multiple systems in a network. Viral code may execute 
immediately or wait for a specific set of circumstances. Viruses are not distinct programs; they need a host program executed to activate their 
code. Several commercially available programs can now help detect viruses and pro-vide some degree of protection against them. Some anti-virus 
programs interfere with the normal operations of programs they are supposed to protect (such as blocking a disk formatting utility). Also, an anti-
virus program may warn of a suspected infection when none has actually taken place.

Technology Standards:

Selection Reasoning:Product Standards: Benefits:

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
NetShield, Vshield, MacAffee

Tactical: Approved for Use
MacAffee Security Suite

Strategic Direction:
MacAffee Security Suite

Implications and Dependencies:

Mainstream:
NetShield, Vshield, MacAffee

Containment:

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

5

Sub-Domain:

5.110

Status:

Foundation

Security Technologies

Virus Protection

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Technology domains are defined as the primary classification level of the technology components of the TRM.  Domains are defined for grouping purposes only.

Domain:

Infrastructure Management6

Common Services

Sub-Domains

Technology Reference Model Index Page

Technology sub-domains comprise the domain groups and represent the categories to which definitions, standards, product standards, benefits, selection criteria and product 
planning portfolios are applied.

Points of Contact: Domain Owner(s)

Status:Name:Ref.#:

6.10 FoundationNetwork/Systems Management (NSM) Frameworks

6.20 PillarNetwork Management

6.30 PillarAsset Management Inventory

6.40 FoundationConsolidated Service Desk (CSD) Software

6.50 FoundationPerformance Management

6.60 PillarCapacity Management

6.70 ProposedAutomated Operations

6.80 FoundationStorage Management

6.90 PillarRemote Control

 Role  Name  Contact Information  Org.ID

Terry Spellane OITDomain Owner
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Domain:

6

Sub-Domain:

6.10

Status:

Foundation

Infrastructure Management

Network/Systems Management (NSM) Frameworks

Definition:
The intersection of networking, network management and systems management. The vision of NSM is to enable the management of a distributed 
set of systems similarly to the way in which many centralized data centers are managed.  The framework is a software-based integration facility 
that enables cross-application communication, coordination, and data sharing among various management applications.

Technology Standards:
SNMP II, RMON II, DMI, WBEM protocols

Selection Reasoning:
Reserve for future use

Product Standards:
Tivoli TME or CA UniCenter TNG  (Pending 
outcome of OIT evaluation)

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
Tivoli

Tactical: Approved for Use
Tivoli

Strategic Direction:
Tivoli

Implications and Dependencies:
Reserve for future use

Mainstream:
Tivoli

Containment:
--

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

6

Sub-Domain:

6.10

Status:

Foundation

Infrastructure Management

Network/Systems Management (NSM) Frameworks

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

 Role  Name  Contact Information  Org.ID

Brian Ogle 703-921-6248 OITSubject Matter Expert
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Domain:

6

Sub-Domain:

6.20

Status:

Pillar

Infrastructure Management

Network Management

Definition:
A generic term for network management of equipment or subsystems.  Network management collectively refers to the set of procedures employed 
by network administrators to optimize the utilization of network resources. These procedures include the following: 
· Fault Management
· Capacity Management
· Network Performance Management
· Network Security Management
· Network Configuration Management

Technology Standards:

Selection Reasoning:Product Standards: Benefits:

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
Tivoli (Fault Coordinator), Netview

Tactical: Approved for Use
Tivoli (Fault Coordinator), Netview

Strategic Direction:
Tivoli (Fault Coordinator), Netview

Implications and Dependencies:

Mainstream:
Tivoli (Fault Coordinator), Netview

Containment:
--

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

6

Sub-Domain:

6.20

Status:

Pillar

Infrastructure Management

Network Management

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

6

Sub-Domain:

6.30

Status:

Pillar

Infrastructure Management

Asset Management Inventory

Definition:
Asset Management Inventory is the application to collect (automatically or manually) information regarding IT assets.  This can include auto-
discovery of IT assets or manual input of information, such as products, license information, etc.

Technology Standards:
Reserve for future use

Selection Reasoning:
N/A

Product Standards:
None

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
Peregrine, Tivoli, NIMS, PIMS (for network asset 
inventory)

Tactical: Approved for Use
Peregrine, Tivoli

Strategic Direction:
Peregrine, Tivoli

Implications and Dependencies:
N/A

Mainstream:
Peregrine, Tivoli, NIMS, PIMS (for network asset inventory)

Containment:
PIMS (for network asset inventory), NIMS

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

6

Sub-Domain:

6.30

Status:

Pillar

Infrastructure Management

Asset Management Inventory

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

6

Sub-Domain:

6.40

Status:

Foundation

Infrastructure Management

Consolidated Service Desk (CSD) Software

Definition:
Consolidated Service Desk domain includes software tools to enable problem management (tracking, prioritization, escalation, etc.), change 
management, and call management.  The service desk is supported by other domains as well, such as performance management, network 
management, etc.

Technology Standards:
Reserve for future use

Selection Reasoning:
Reserve for future use

Product Standards:
Reserve for future use

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
Peregrine

Tactical: Approved for Use
Peregrine

Strategic Direction:
Peregrine

Implications and Dependencies:
Reserve for future use

Mainstream:
Peregrine

Containment:

Emerging:Retirement:
CA-Netman

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

6

Sub-Domain:

6.40

Status:

Foundation

Infrastructure Management

Consolidated Service Desk (CSD) Software

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

6

Sub-Domain:

6.50

Status:

Foundation

Infrastructure Management

Performance Management

Definition:
Optimization of network traffic, system usage and response time via tuning, monitoring and capacity planning tools.

Technology Standards:
Reserve for future use

Selection Reasoning:
N/A

Product Standards:
None

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
TMON (MVS), MS Performance Monitor (Servers)

Tactical: Approved for Use
TMON (MVS), MS Performance Monitor

Strategic Direction:
--

Implications and Dependencies:
N/A

Mainstream:
TMON (MVS), MS Performance Monitor (Servers)

Containment:
--

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

6

Sub-Domain:

6.50

Status:

Foundation

Infrastructure Management

Performance Management

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

 Role  Name  Contact Information  Org.ID

Darrell Hollister 703-921-6371 Q SystemsSubject Matter Expert

Richard Anderson 703-921-6594 OITSubject Matter Expert

Steve Conway 703-921-6263 CASubject Matter Expert
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Domain:

6

Sub-Domain:

6.60

Status:

Pillar

Infrastructure Management

Capacity Management

Definition:
Capacity planning is forecasting system and network resource usage to avoid running out.

Technology Standards:
Reserve for future use

Selection Reasoning:
OIT selection given familiarity with Best/1 for 
mainframe.

Product Standards:
Best/1

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
Best/1

Tactical: Approved for Use
Best/1

Strategic Direction:
Best/1

Implications and Dependencies:
OIT selection given familiarity with Best/1 for mainframe.

Mainstream:
Best/1

Containment:
--

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

6

Sub-Domain:

6.60

Status:

Pillar

Infrastructure Management

Capacity Management

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

6

Sub-Domain:

6.70

Status:

Proposed

Infrastructure Management

Automated Operations

Definition:
Automated operations includes a capability to automate, schedule, coordinate, and order systems and network management tasks.

Technology Standards:
Reserve for future use

Selection Reasoning:
N/A

Product Standards:
None

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
OpsMVS

Tactical: Approved for Use
OpsMVS, FAR

Strategic Direction:
FAR, OpsMVS

Implications and Dependencies:
N/A

Mainstream:
OpsMVS

Containment:
--

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

6

Sub-Domain:

6.70

Status:

Proposed

Infrastructure Management

Automated Operations

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

6

Sub-Domain:

6.80

Status:

Foundation

Infrastructure Management

Storage Management

Definition:
Storage management includes backup, restore, archival and retrieval, disk space management, and device management for disk storage, and 
backup media management (e.g., disk, tape, optical).  This is generally provided at the system level.

Technology Standards:
Reserve for future use

Selection Reasoning:
Reserve for future use

Product Standards:
FDR/ABR on MVS, SpectraLogic Alexandria on 
Sun (Enterprise), Regional/Local Sun and NT 
platforms to be determined pending further 
analysis.

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
MVS: FDR/ABR
Unix: SpectraLogic Alexandria
BackupExec (Used in the field)

Tactical: Approved for Use
MVS: FDR/ABR
Unix: TBD (Local), SpectraLogic Alexandria (Enterprise)

Strategic Direction:
--

Implications and Dependencies:
Reserve for future use

Mainstream:
MVS: FDR/ABR
Unix: SpectraLogic Alexandria
BackupExec (Used in the field)

Containment:
--

Emerging:Retirement:
Mountain, Scripts (Local UNIX)

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

6

Sub-Domain:

6.80

Status:

Foundation

Infrastructure Management

Storage Management

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

 Role  Name  Contact Information  Org.ID

Vick Navangul 703-921-6274 OITSubject Matter Expert

Gary Masten 703-921-6073 OITSubject Matter Expert
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Domain:

6

Sub-Domain:

6.90

Status:

Pillar

Infrastructure Management

Remote Control

Definition:
Remote control enables system and network administrators to assume control of a remote hosts and desktops.

Technology Standards:
Reserve for future use

Selection Reasoning:
Reserve for future use

Product Standards:
Reserve for future use

Benefits:
Allows OIT operations, administration, system 
management and support staff to observe and 
manipulate remote resources (servers, 
workstations, network devices, etc.) as if they 
were actually seeing and touching the 
equipment.  The responsiveness and enhanced 
support enabled by the remote control 
application significantly elevates OIT’s level of 
service to Customs technology users.

A. Profile Information:
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Domain:

6

Sub-Domain:

6.90

Status:

Pillar

Infrastructure Management

Remote Control

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
PCAnywhere, Tivoli

Tactical: Approved for Use
PCAnywhere, Tivoli

Strategic Direction:
Tivoli

Implications and Dependencies:
Reserve for future use

Mainstream:
PCAnywhere, Tivoli

Containment:
CoSession

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Technology domains are defined as the primary classification level of the technology components of the TRM.  Domains are defined for grouping purposes only.

Domain:

Email/Messaging7

Common Services

Sub-Domains

Technology Reference Model Index Page

Technology sub-domains comprise the domain groups and represent the categories to which definitions, standards, product standards, benefits, selection criteria and product 
planning portfolios are applied.

Points of Contact: Domain Owner(s)

Status:Name:Ref.#:

7.10 FoundationEmail Transport

7.20 FoundationEmail Client Tool

7.30 PillarEmail Gateway

 Role  Name  Contact Information  Org.ID

Terry Spellane OITDomain Owner
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Domain:

7

Sub-Domain:

7.10

Status:

Foundation

Email/Messaging

Email Transport

Definition:
The Email Transport is the implementation of electronic messaging to support organizational communication and a background transport mechanism 
for distributing files in non-real-time modes.

Technology Standards:
SMTP, X.400, LDAP v.2

Selection Reasoning:
Notes supports its own proprietary protocol and 
MAPI with its own client and supports HTTP 
clients via HTML.  Notes offers the most 
powerful combination of features, functions 
and performance and is compliant with all 
widely implemented mail standards and 
protocols.  Also, fully integrated with groupware 
features of Notes - the selected groupware 
product.

Product Standards:
Lotus Notes

Benefits:
Lotus Notes will unify and consolidate the three 
existing email systems in operation at Customs 
into one, enterprise-wide email capability thus 
simplifying operations, administration, support 
and most importantly usage.

A. Profile Information:
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Domain:

7

Sub-Domain:

7.10

Status:

Foundation

Email/Messaging

Email Transport

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
cc:Mail, CA-eMail

Tactical: Approved for Use
Lotus Notes

Strategic Direction:
Lotus Notes

Implications and Dependencies:
Notes supports its own proprietary protocol and MAPI with its own client and 
supports HTTP clients via HTML.  Notes offers the most powerful 
combination of features, functions and performance and is compliant with all 
widely implemented mail standards and protocols.  Also, fully integrated with 
groupware features of Notes - the selected groupware product.

Mainstream:
cc:Mail, CA-eMail

Containment:
cc:Mail, CA-eMail

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

 Role  Name  Contact Information  Org.ID

Shelly Sequin 703-921-6457 OITSubject Matter Expert
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Domain:

7

Sub-Domain:

7.20

Status:

Foundation

Email/Messaging

Email Client Tool

Definition:
The Email Client Tool domain is for selecting email client applications (such as Eudora, MS Internet Mail, Netscape Mail, etc.) that are not packaged 
as part of the Email Transport product.

Technology Standards:
MIME, HTTP

Selection Reasoning:
Reserve for future use

Product Standards:
Lotus Notes

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
CA-eMail, cc:Mail

Tactical: Approved for Use
Lotus Notes

Strategic Direction:
Lotus Notes

Implications and Dependencies:
Reserve for future use

Mainstream:
CA-eMail, cc:Mail

Containment:
cc:Mail, CA-eMail

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

7

Sub-Domain:

7.20

Status:

Foundation

Email/Messaging

Email Client Tool

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

 Role  Name  Contact Information  Org.ID

Shelly Sequin 703-921-6457 OITSubject Matter Expert
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Domain:

7

Sub-Domain:

7.30

Status:

Pillar

Email/Messaging

Email Gateway

Definition:
A gateway connects networks using different communications protocols so that information can be passed from one to another.  A gateway both 
transfers information and converts it to a form compatible with the protocols used by the receiving network.

Simple Mail Transport Protocol (SMTP) gateways enable exchange of SMTP-formatted messages between one or more disparate email message 
formats.

The International Telecommunications Union Telecommunications Standards Sector guidelines that defines the basis for providing message handling 
services, such as store-and-forward electronic mail.  X.400 gateways enable exchange of X.400-formatted messages between one or more 
disparate email message formats.

Technology Standards:
Protocols: SMTP, X.400

Selection Reasoning:
Comes as part of Lotus Domino Server

Product Standards:
Lotus Notes

Lotus Notes X.400 Gateway

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
SoftSwitch, cc:Mail

Tactical: Approved for Use
SMTP: Lotus Notes
X.400: SoftSwitch (Until migration to Lotus Notes), Lotus 
Notes

Strategic Direction:
Lotus Notes

Implications and Dependencies:
Comes as part of Lotus Domino Server

Mainstream:
SoftSwitch, cc:Mail

Containment:
SMTP: cc:Mail
X.400: SoftSwitch

Emerging:Retirement:
X.400: cc:Mail

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

7

Sub-Domain:

7.30

Status:

Pillar

Email/Messaging

Email Gateway

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

 Role  Name  Contact Information  Org.ID

Shelly Sequin 703-921-6457 OITSubject Matter Expert
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Technology domains are defined as the primary classification level of the technology components of the TRM.  Domains are defined for grouping purposes only.

Domain:

Distributed Computing8

Common Services

Sub-Domains

Technology Reference Model Index Page

Technology sub-domains comprise the domain groups and represent the categories to which definitions, standards, product standards, benefits, selection criteria and product 
planning portfolios are applied.

Points of Contact: Domain Owner(s)

Status:Name:Ref.#:

8.10 PillarDNS/DHCP/BOOTP Services

8.20 ProposedName & Directory Services

 Role  Name  Contact Information  Org.ID

Sue Oliveri 703-921-6523 OITDomain Owner

Jerry Dowell OITDomain Owner
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Domain:

8

Sub-Domain:

8.10

Status:

Pillar

Distributed Computing

DNS/DHCP/BOOTP Services

Definition:
Domain Name Service (DNS) is a software-based service and database whose schema enforces a hierarchical naming scheme for all computer 
and network devices.  The naming convention must follow Internet standards and conventions which consists of a hierarchical sequence of names, 
from the most specific to the most general (left to right), separated by dots, for example nic.ddn.mil. Basically, it maintains a database for 
determining (or resolving) host names to their respective TCP/IP address.  This allows users to specify remote computers by host names rather 
than numerical IP addresses.

Dynamic Host Configuration Protocol (DHCP) is an Internet Engineering Task Force Transmission Control Protocol/Internet Protocol (TCP/IP) 
specification for allocating Internet Protocol addresses and other configuration information based on network adapter addresses.  It enables address 
pooling and allocation and simplifies TCP/IP installation and administration.

BOOTP defines a mechanism for electrically distributing TCP/IP configuration parameters to TCP/IP hosts.

Technology Standards:
Reserve for future use

Selection Reasoning:
Reserve for future use

Product Standards:
Reserve for future use

Benefits:
Reserve for future use

A. Profile Information:
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Domain:

8

Sub-Domain:

8.10

Status:

Pillar

Distributed Computing

DNS/DHCP/BOOTP Services

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
Native DNS, Native DHCP, Nortel

Tactical: Approved for Use
Nortel

Strategic Direction:
Nortel

Implications and Dependencies:
Reserve for future use

Mainstream:
Native DNS, Native DHCP, Nortel

Containment:
Native DHCP, Native DNS

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

8

Sub-Domain:

8.20

Status:

Proposed

Distributed Computing

Name & Directory Services

Definition:
Name services provided the ability to translate a meaningful, symbolic name of a host machine or network device to it’s corresponding TCP/IP 
numerical address which is required to establish communications connections between computing and network devices and applications.  The notion 
is that humans can better remember names than numerical addresses.  For example, name services can be implemented with the Domain Name 
Service (DNS) which has a wide implementation base on the Internet.

Technology Standards:

Selection Reasoning:Product Standards: Benefits:

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
--

Strategic Direction:
--

Implications and Dependencies:

Mainstream:
--

Containment:

Emerging:
LDAP, NDS

Retirement:
NIS+

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

8

Sub-Domain:

8.20

Status:

Proposed

Distributed Computing

Name & Directory Services

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Technology domains are defined as the primary classification level of the technology components of the TRM.  Domains are defined for grouping purposes only.

Domain:

Voice Technologies9

Common Services

Sub-Domains

Technology Reference Model Index Page

Technology sub-domains comprise the domain groups and represent the categories to which definitions, standards, product standards, benefits, selection criteria and product 
planning portfolios are applied.

Points of Contact: Domain Owner(s)

Status:Name:Ref.#:

9.10 ProposedMobile - Cellular Telephone

9.20 ProposedFixed - Standard Telephone

9.30 ProposedSwitches (Hardware)

9.40 ProposedPBX

9.50 ProposedDistribution Frame

9.60 ProposedChannel Service Units (CSU)

9.70 ProposedConference Bridges

9.80 ProposedSwitching Software

9.90 ProposedVoice Mail

9.100 ProposedInteractive Voice Response (IVR)

9.110 ProposedFax Serving Software

9.120 ProposedCall Management

 Role  Name  Contact Information  Org.ID

Ron Eschinger OITDomain Owner
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Domain:

9

Sub-Domain:

9.10

Status:

Proposed

Voice Technologies

Mobile - Cellular Telephone

Definition:
Mobile phones include cordless (limited distance) and cellular phones.

Technology Standards:
Reserve for future use

Selection Reasoning:
N/A

Product Standards:
None

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
--

Strategic Direction:
--

Implications and Dependencies:
N/A

Mainstream:
--

Containment:
--

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

9

Sub-Domain:

9.10

Status:

Proposed

Voice Technologies

Mobile - Cellular Telephone

Architect's Remarks:
Further work required.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

9

Sub-Domain:

9.20

Status:

Proposed

Voice Technologies

Fixed - Standard Telephone

Definition:
Fixed-station telephones are cord-attached and include traditional desktop telephones and operator consoles.

Technology Standards:
Reserve for future use

Selection Reasoning:
N/A

Product Standards:
None

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
--

Strategic Direction:
--

Implications and Dependencies:
N/A

Mainstream:
--

Containment:
--

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

9

Sub-Domain:

9.20

Status:

Proposed

Voice Technologies

Fixed - Standard Telephone

Architect's Remarks:
Further work required.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

9

Sub-Domain:

9.30

Status:

Proposed

Voice Technologies

Switches (Hardware)

Definition:
A mechanical, electrical, or electronic device which opens and closes circuits, completes or breaks an electrical path, or selects paths or circuits.  It 
is a primary device for connecting telephone calls.  Switches may also be software-based (see "Voice Applications - Switching Software") below.  
Hardware based switches come in three forms - Public Branch Exchange (PBX), Key Telephone Systems, and Hybrid Key Systems.

Note:  Key Telephone Systems are not included in this section since hybrid systems are a better alternative

Technology Standards:

Selection Reasoning:Product Standards: Benefits:

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
--

Strategic Direction:
--

Implications and Dependencies:

Mainstream:
--

Containment:

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.

Page 155 of 1779/16/99 11:44:29 AMSub-Domain Profile Report:



US Customs Enterprise Architecture: Sub-Domain Profile

Domain:

9

Sub-Domain:

9.30

Status:

Proposed

Voice Technologies

Switches (Hardware)

Architect's Remarks:
Further work required.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

9

Sub-Domain:

9.40

Status:

Proposed

Voice Technologies

PBX

Definition:
A PABX is a telephone switch located on a customer’s premises that primarily establishes voice-grade circuits (over tie lines to a telephone 
company central office) between individual users and the public-switched telephone network. The PBX also provides switching within the customer 
premises local area, and usually offers numerous enhanced features, including least-cost routing and call-detail recording.

Technology Standards:
Reserve for future use

Selection Reasoning:
N/A

Product Standards:
None

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
--

Strategic Direction:
--

Implications and Dependencies:
N/A

Mainstream:
--

Containment:
--

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.

Page 157 of 1779/16/99 11:44:30 AMSub-Domain Profile Report:



US Customs Enterprise Architecture: Sub-Domain Profile

Domain:

9

Sub-Domain:

9.40

Status:

Proposed

Voice Technologies

PBX

Architect's Remarks:
Further work required.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

9

Sub-Domain:

9.50

Status:

Proposed

Voice Technologies

Distribution Frame

Definition:
A Distribution frame is a wire-connecting device made of metal and it contains no electronics.  It is for connecting PBX systems with the telephone 
company’s central office (CO).

Technology Standards:
Reserve for future use

Selection Reasoning:
N/A

Product Standards:
None

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
--

Strategic Direction:
--

Implications and Dependencies:
N/A

Mainstream:
--

Containment:
--

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

9

Sub-Domain:

9.50

Status:

Proposed

Voice Technologies

Distribution Frame

Architect's Remarks:
Further work required.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

9

Sub-Domain:

9.60

Status:

Proposed

Voice Technologies

Channel Service Units (CSU)

Definition:
A channel service unit (CSU) is a device used to connect a digital phone line from a telephone company to either a multiplexer, channel bank or 
directly to another device producing a digital signal (e.g., digital PBX, a PC).  A CSU performs certain line-conditioning and equalization functions, 
and responds to loopback commands sent from a central office (CO).  A CSU regenerates digital signals.  It monitors them for problems.  And it 
provides a way of testing digital circuits.

Technology Standards:
Reserve for future use

Selection Reasoning:
Reserve for future use

Product Standards:
Reserve for future use

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
--

Strategic Direction:
--

Implications and Dependencies:
Reserve for future use

Mainstream:
--

Containment:

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

9

Sub-Domain:

9.60

Status:

Proposed

Voice Technologies

Channel Service Units (CSU)

Architect's Remarks:
Further work required.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

9

Sub-Domain:

9.70

Status:

Proposed

Voice Technologies

Conference Bridges

Definition:
A device that permits automatic and/or manual adjustment of volume levels to balance volume when bridge conference calls.

Technology Standards:
Reserve for future use

Selection Reasoning:
N/A or Overall evaluation score highest

Product Standards:
Reserve for future use

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment: Tactical: Approved for Use Strategic Direction:

Implications and Dependencies:
N/A or Overall evaluation score highest

Mainstream:Containment:

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

9

Sub-Domain:

9.70

Status:

Proposed

Voice Technologies

Conference Bridges

Architect's Remarks:
Further work required.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

9

Sub-Domain:

9.80

Status:

Proposed

Voice Technologies

Switching Software

Definition:
Switching software is equivalent to the hardware-based switching systems (see "Switches" above).

Technology Standards:
Reserve for future use

Selection Reasoning:
Reserve for future use

Product Standards:
None

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
--

Strategic Direction:
--

Implications and Dependencies:
Reserve for future use

Mainstream:
--

Containment:
--

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

9

Sub-Domain:

9.80

Status:

Proposed

Voice Technologies

Switching Software

Architect's Remarks:
Further work required.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

9

Sub-Domain:

9.90

Status:

Proposed

Voice Technologies

Voice Mail

Definition:
Voice mail enables users to receive, edit, and forward message to one or more voice mailboxes.

Technology Standards:
Reserve for future use

Selection Reasoning:
Reserve for future use

Product Standards:
None

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
--

Strategic Direction:
--

Implications and Dependencies:
Reserve for future use

Mainstream:
--

Containment:

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

9

Sub-Domain:

9.90

Status:

Proposed

Voice Technologies

Voice Mail

Architect's Remarks:
Further work required.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

9

Sub-Domain:

9.100

Status:

Proposed

Voice Technologies

Interactive Voice Response (IVR)

Definition:
Interactive Voice Response (IVR) is an application which enables a computer to accept input from a standard telephone deskset keypad.  IVR uses 
a remote telphone keypad is to aid in data entry, query responses.  Prerecorded human voices or digitized voices are used to send back results.

Technology Standards:
Reserve for future use

Selection Reasoning:
Reserve for future use

Product Standards:
None

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
--

Strategic Direction:
--

Implications and Dependencies:
Reserve for future use

Mainstream:
--

Containment:

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

9

Sub-Domain:

9.100

Status:

Proposed

Voice Technologies

Interactive Voice Response (IVR)

Architect's Remarks:
Further work required.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

9

Sub-Domain:

9.110

Status:

Proposed

Voice Technologies

Fax Serving Software

Definition:
Fax serving software sends, receives, distributes facsimile documents.  It can also include notification of fax arrival.

Technology Standards:
Reserve for future use

Selection Reasoning:
Reserve for future use

Product Standards:
None

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
--

Strategic Direction:
--

Implications and Dependencies:
Reserve for future use

Mainstream:
--

Containment:

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

9

Sub-Domain:

9.110

Status:

Proposed

Voice Technologies

Fax Serving Software

Architect's Remarks:
Further work required.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Domain:

9

Sub-Domain:

9.120

Status:

Proposed

Voice Technologies

Call Management

Definition:
Call management enables telephony users to track telephone calls, call routing, and integration with a variety of applications (e.g., problem 
management, service desk, etc.).

Technology Standards:
Reserve for future use

Selection Reasoning:
Reserve for future use

Product Standards:
None

Benefits:
Reserve for future use

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
--

Tactical: Approved for Use
--

Strategic Direction:
--

Implications and Dependencies:
Reserve for future use

Mainstream:
--

Containment:

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.
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Domain:

9

Sub-Domain:

9.120

Status:

Proposed

Voice Technologies

Call Management

Architect's Remarks:
Further work required.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:
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Technology domains are defined as the primary classification level of the technology components of the TRM.  Domains are defined for grouping purposes only.

Domain:

Application Server10

Common Services

Sub-Domains

Technology Reference Model Index Page

Technology sub-domains comprise the domain groups and represent the categories to which definitions, standards, product standards, benefits, selection criteria and product 
planning portfolios are applied.

Points of Contact: Domain Owner(s)

Application servers provide the middle component of an integrated 3-tiered or n-tiered client server architecture model.  Typically these  vendor software products should provide:
 1) connectivity to one/more databases
 2) provide state/session management 
 3) provide transaction management and error recovery ( with rollback or restarting an action to complete a failure after a crash)
 4) provide security and authentication services between the client and server(s)
 5) shield developers from the lower level protocols and plumbing issues

Status:Name:Ref.#:

10.10 PillarWeb Server Software

Page 175 of 1779/16/99 11:44:31 AMSub-Domain Profile Report:



US Customs Enterprise Architecture: Sub-Domain Profile

Domain:

10

Sub-Domain:

10.10

Status:

Pillar

Application Server

Web Server Software

Definition:
Web servers provide the storage and retrieval of interconnected HTML-based documents and content for presentation on a Web Browser.

Web servers provide:
 1) connectivity to one/more databases
 2) provide state/session management (controlling persistence beyond the single HTTP transaction)
 3) provide transaction management and error recovery ( with rollback or restarting an action to complete a failure after a crash)
 4) provide security and authentication services between the client and server(s)
 5) shield developers from the lower level protocols and plumbing issues

Technology Standards:

Selection Reasoning:Product Standards:
NT: MS Internet Information Server (IIS)

SUN: Netscape Enterprise Server

Benefits:

A. Profile Information:

B. Technology Architecture Strategy Planning Blocks:

Baseline Environment:
Customs WWW.Site: Netscape Enterprise Server
Web applications: MS IIS

Tactical: Approved for Use
Enterprise Web Applications: IBM Go Web Server (MVS)
Web Applications: MS IIS (NT)

Strategic Direction:
Web Applications: MS IIS

Implications and Dependencies:

Mainstream:
Customs WWW.Site: Netscape Enterprise Server
Web applications: MS IIS

Containment:
Customs WWW.site: Netscape Enterprise Server (Sun)

Emerging:Retirement:

Rejected:

Technology Architecture Strategy.  The strategy is documented across a framework of planning blocks that represent how Customs has positioned its portfolio of products and technologies 
resulting from the IT strategic planning  process.   Each block carries a set of rules to determine if the products and technologies contained in that block are considered to be compliant with 
Customs architectural decisions.

Page 176 of 1779/16/99 11:44:31 AMSub-Domain Profile Report:



US Customs Enterprise Architecture: Sub-Domain Profile

Domain:

10

Sub-Domain:

10.10

Status:

Pillar

Application Server

Web Server Software

Architect's Remarks:
Product set updated in June 2, 1999 workshop.

Points of Contact: Subject Matter Experts

C. Planning Contacts and Log:

 Role  Name  Contact Information  Org.ID

Greg Frye 703-921-6230 OIT-ISDSubject Matter Expert

Rod MacDonald 703-921-7551 OITSubject Matter Expert
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DatePeriodView Sheet

Cover Sheet

Infrastructure Platform Profiles:

Baseline Views:

These diagrams depict the baseline and target
profiles for the US Customs infrastructure.  A
transition slide is also included to reflect the current
project plans for managing the migration from the
baseline environment to the target.

The following diagrams are in the baseline views:

• Mainframe Architecture - includes all the current
baseline technology components and sub-domains
that are managed for the mainframe environment.

• Client/Server Architecture - includes the components
that currently are being used for distributed
computing, including enterprise and local database
and application servers.

• Desktop Architecture - includes the components in
place today that support the desktop users for stand-
alone applications.

Target Views:

Transition Plan:

The transition plan describes project activities and
corresponding timelines for moving from the baseline
environment to the target environment.  The conversion
schedules are subject to change and further
developments, but in this context provide a framework
and parallel timing example of implementing the
architectural migrations.

The following diagrams are in the target views:

• Mainframe Architecture - includes all the  technology
components and sub-domains that have been
identified for the tactical deployment timeframe for
the mainframe environment.

• Client/Server Architecture - includes the
components that are to be used for tactical
distributed computing, including enterprise and local
database and application servers.

• Desktop Architecture - includes the components that
will be in place to support the desktop users for
stand-alone applications in the tactical timeframe.

• Intranet/Web - includes components which can be
divided into three parts: the front-end web browser,
the middleware elements for communications and
web server software, and the back-end elements for
legacy applications and databases.

U.S. Customs Infrastructure Platform Profile Maps

Sub-Domain Products
Components

Managed By:  TAG/TRC

Applications are associated with
platforms/components to indicate
which actual products are used

Components are laid out and integrated
via the infrastructure platform maps

Architecture Integration and Communication

TRM—Overview of Building the Components and Maps • The technical reference model (TRM) infrastructure platform maps
illustrate how Customs has deployed or plans to deploy various
technologies to provide a common infrastructure to support the application
systems.

• TRM components (and the sub-domains included) are defined so that
they can be used by TAG and the TRC to track applications and actual
products that are being used. Infrastructure maps are developed to show
how  applications and IT are used and to assess the impacts of strategic
directions (for example, TCP/IP deployment).

• The OIT domain owners can also more easily assist project planning by
providing the standard components as building blocks and monitor
projects for compliance.

Baseline

July 1999      Revision CBaselineMainframe Architecture Logical Platform

July 1999      Revision C

July 1999      Revision CBaselineDesktop Architecture Logical Platform

July 1999      Revision C

TransitionTransition Plan and Conversion Schedule

July 1999      Revision C

TargetMainframe Architecture Logical Platform

July 1999      Revision C

TargetClient/Server Architecture Logical Platform

July 1999      Revision C

TargetDesktop Architecture Logical Platform

July 1999      Revision C

TargetIntranet/Web Architecture Logical Platform

July 1999

Managed By:  OIT Domain Owners

Service Areas

Domains

Sub-Domain Planning Strategies

Product Strategies

Client/Server Architecture Logical Platform

4

5

6

7

8

9

2

3
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Non-Routed IP LAN Deployment

Windows PC
Workstation

Printer

IPX

Windows PC
Workstation

Printer

Router
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SDLC Card

SNA Gateway
Controller

NIC Card
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Communications
Systems (TCS)

X.25 WAN

Non-Routed Non-LAN DeploymentIP Routed LAN Deployment

Trade Community

Telecommuters (DC, MD)

Online Connections

Dedicated
Lines

DES PADDSU

Data Service 
Unit

Data Encryption 
System

Physical Access 
Device

SNA Services

BBN
PSN

Switch

Netrix
Switches

Physical Access
Device

E S C O N

DES PSNDSU

Data Service 
Unit

Data Encryption 
System

PSN

SNA Services

Newington Data Center (NDC-1)

View Definition:

Components Within View:

Work Locations Involved

Sub-Domains Baseline Products 

Components : Remote Access Server

Network Server OS

Remote Access

Network Authentication

Sub-Domains Baseline Products 

3270 Gateway

3270 Emulation

Topology

Protocols

Routers
Switches
Hubs

Components :  Communications Gateways

Sub-Domains Baseline Products 

Components : Mainframe 

Mainframe OS

DBMS (Enterprise)

OLTP

Message Oriented
Middleware

Mainframe ADE

Access Control

Network Mgmt

Performance Mgmt

This view depicts the Mainframe Architecture profile.
This represents the platforms of components needed
to provide the end-to-end solution from the
mainframes at the Newington Data Center to the
range of work locations.  The largest volume of
Customs’ users and application transactions are
handled by this architecture.

The Mainframe View includes the following
components:

Mainframe - includes all the sub-domains that are
managed on the mainframe, including applications,
enterprise database, security and network management
components.
Remote Access Server - includes the services used
by internal and external users to connect to the
mainframe applications.
Communications Gateways  - the set of sub-domains
used to provide communications across both the WAN
and LAN infrastructure.
User Workstation - the services used by the
mainframe application users and consists mostly of
3270 emulation components.

This describes the work locations that are affected by
the Mainframe Architecture.  Since there are no
absolute rules that dictate  which field work locations
contain which types of technologies, this view is
organized by infrastructure capabilities and describes
these work locations in terms of IP, routed
environments and LAN usage.

Newington Data Center - Houses the mainframe
and remote access equipment.
HQ - Utilizes an IP routed LAN site environment.
Remote Users - Includes telecommuters local to DC
and Maryland, the Trade Community and dedicated
online connections to high volume external users,
such as FedEx.
CMC’s - Most are large IP Routed LAN sites.
POE’s  - High variance among small, medium and
large POE’s. The majority are non-routed non-LAN
sites.  The type of infrastructure and connectivity
used at the POE does not necessarily correlate to the
usage of the mainframe systems (e.g., a small non-
routed non-LAN site may do more transactions than
a IP routed LAN site).

Network OS   

Front End Processor

Modem Pool

Mainframe
Print Services

Modem

Modem

Modem

DASD Tape

LAN-IPX, WAN-SDLC, LU6.2

3270-PC

LAN: Ethernet
WAN: X.25
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Cisco
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Network Management
SNA Gateways
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NSA Gateways

OS/390

CA-DATACOM
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MQSeries

Language: Assembler, COBOL, SAS, C, C++
4GL  Report Writer: CA-DATAREPORTER
4GL App Generator: CA-IDEAL
Software Config Mgmt: Endevor /MVS

TopSecret

Tivoli (Fault Coordinator), Netview

TMON

Netware 3.x/4.x

Citrix, PCAnywhere, Shiva

---

Sub-Domains Baseline Products 

3270 Emulation

LAN Topology

LAN Protocols

Components :  User Workstation  

Desktop OS

Network Interface
Card (NIC)

Office Applications

Web Browser

WordPerfect, MS Project, 
Harvard Graphics, MS Office, 
Lotus 123

Netscape Navigator, 
MS Internet Explorer

SMC, 3COM

Data link: Ethernet,  SNA
Transport: IPX, IP, SNA  

Ethernet

3270 -PC, Dynacom Elite

Win3.11, WinNT

Email Client Tool CA-eMail, cc:Mail

DBMS (Desktop) FoxPro, dBase, MS-Access

Web Server Software ---

Ethernet

June 1999      Rev.C

Ethernet

SecuritySafenet 
Server
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Winframe

GUI Mgt
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DES PADDSU

Data Service 
Unit

Data Encryption 
System

Physical Access 
Device

SNA Services

BBN
PSN

Switch

Netrix
Switches

Physical Access
Device

Front End Processor

Modem PoolNewington Data Center (NDC-1)

Ethernet

Router

BBN
PSN

Switch

Netrix
Switches

Physical Access
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Non-Routed Non-LAN Deployment

Web Server

Enterprise
Database
Server

Application
Server

Windows PC
Workstation
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Components : Enterprise DBMS Server

DBMS (Enterprise)

DBMS Gateway

Database Mgmt
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Message-Oriented
Middleware

Client/Server ADE

Sub-Domains Baseline Products 

Network OS

LAN Topology

LAN Protocols

Components :  File/Print Server

View Definition:

Components Within View:

Work Locations Involved

This view depicts the Client/Server Architecture
profile and the components needed to provide the
end-to-end solution from application and enterprise
database servers at the Newington Data Center to
the users and other workgroup database servers in
the field.  The client/server deployment is currently
heaviest in the targeting and administrative
applications.

The following components are included in the
Client/Server platform:

• Application Server
• Enterprise DBMS Server - Typically housed in
NDC and shared over WAN.
• Workgroup DBMS Server - Typically supporting a
2-Tier application at single work location.
• Web Server
• Communications Gateways
• File/Print Server
• User Workstation

This describes the work locations that are affected by
the Client/Server (C/S) Architecture.  Overall, the
widespread usage of C/S applications is constrained
by the limited number of sites with TCP/IP.

Newington Data Center - Houses the servers and
remote access equipment.
HQ - Utilizes an IP routed LAN site environment and
is a heavy user of the administrative C/S
applications.
Remote Users - Includes telecommuters local to DC
and Maryland. The Trade Community and dedicated
online connections to high volume external users do
not currently access C/S applications.
CMC’s - Most are large IP Routed LAN sites.
POE’s  - High variance among small, medium and
large POE’s. The majority are non-routed non-LAN
sites.  The majority of the POE’s do not have the IP
connectivity to enable C/S usage across the WAN.
The CMC’s and POE’s with IP routed LAN’s do utilize
some C/S applications such as ATS.

Sub-Domains Baseline Products 

Components : Workgroup DBMS Server

Network Interface
Card (NIC)

Network Authentication

App/Database  OS

DBMS (Workgroup)

DBMS Gateway

Message Oriented  
Middleware

Database Mgmt

Workgroup
Database

Server

Sub-Domains Baseline Products 

Components : Web Server

Web Server Software

Internet Firewall

Internet/Web ADE

Sub-Domains Baseline Products 

3270 Gateway

3270 Emulation

Topology

Protocols

Routers
Switches
Hubs

Components :  Communications Gateways

Network OS   

LAN-IPX, WAN-SDLC, LU6.2

3270-PC

LAN: Ethernet
WAN: X.25

SNA, LU6.2, IPX/SPX, 3270
RJE-3770  

NetWare 3.x/4.x   

Cisco
Cisco
Cabletron, Bay, Synoptics  

Network Management
SNA Gateways

Tivoli (Fault Coordinator, Netview)
NSA Gateways

AIX 4.x, Sun Solaris, NT-S

Oracle, MS SQL Server 

Oracle Procedural Gateway APPC  

MQSeries

Oracle Toolset, Oracle Enterprise 
Manager, Precise SavantQ  

NetWare 3.x/4.x

Ethernet

Data link: Ethernet,  SNA 
Transport: IPX, IP, SNA  

---  

SMC, 3COM

AIX 4.x, Sun Solaris, NT-S

MS Visual Studio, MS C++, 
MS Visual Basic

---

MQSeries

App/Database  OS

Message-Oriented
Middleware

AIX 4.x, Sun Solaris, NT-S

MQSeries

Oracle

Oracle Procedural Gateway APPC  

Oracle Toolset, Oracle Enterprise 
Manager, Precise SavantQ  

App/Database  OS AIX 4.x, Sun Solaris, NT-S

NT:  MS IIS
Sun:  Netscape Enterprise Server

Raptor Eagle NT  

HTML , DHTML, MS Visual 
Interdev, ASP, VBscript, 
Javascript

Sub-Domains Baseline Products 

Components : Remote Access Server

Network Server OS

Remote Access

Network Authentication

Netware 3.x/4.x

Citrix, PCAnywhere, Shiva

---

Sub-Domains Baseline Products 

3270 Emulation

LAN Topology

LAN Protocols

Components :  User Workstation  

Desktop OS

Network Interface
Card (NIC)

Office Applications

Web Browser

WordPerfect, MS Project, 
Harvard Graphics, MS Office, 
Lotus 123

Netscape Navigator, 
MS Internet Explorer

SMC, 3COM

Data link: Ethernet,  SNA
Transport: IPX, IP, SNA  

Ethernet

3270 -PC, Dynacom Elite

Win3.11, WinNT

Email Client Tool CA-eMail, cc:Mail

DBMS (Desktop) FoxPro, dBase, MS-Access

Ethernet

June 1999      Rev.C

Ethernet

SecuritySafenet Server

Citrix Winframe GUI Mgt

Not Applicable
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View Definition:

Components Within View:

Work Locations Involved

This view depicts the Desktop profile.  This
represents the components needed to provide users
with stand-alone, local applications that are not
shared across the network or other work locations.

The following components are included in the
Desktop view:

• Desktop DBMS

• File/Print Server

• Communications Gateway

• User Workstation

This describes how work locations utilize the Desktop
Architecture.  Most all work locations use desktop
computers either for personal productivity or
emulation to a mainframe application.

Newington Data Center - Heavy PC and desktop
DBMS usage.
HQ - Heavy PC usage and DBMS usage.
Remote Users - Telecommuters use the same office
applications as other users.
CMC’s - Most are large IP Routed LAN sites with
PC’s and varying amounts of desktop DBMS usage
(such as MS Access databases).
POE’s  - There could be a small number of sites that
rely on 3270 dumb terminal emulation and do not use
PC’s.

Desktop Architecture Logical Platform Profile 

Non-Routed IP LAN DeploymentIP Routed LAN Deployment Non-Routed Non-LAN Deployment

Ethernet

Windows PC
Workstation

Printer

Windows PC
Workstation

Printer

Novell NetWare
Server

NIC Card

Novell NetWare
File Server

IP Routed LAN Deployment Non-Routed Non-LAN Deployment

Newington Data Center (NDC-1)

Ethernet

Desktop/Workgroup
Database

Application
Server

Windows PC
Workstation

Windows PC
Workstation

Sub-Domains Baseline Products 

3270 Emulation

LAN Topology

LAN Protocols

Components :  User Workstation  

Desktop OS

Network Interface
Card (NIC)

Office Applications

Web Browser

WordPerfect, MS Project, 
Harvard Graphics, MS Office, 
Lotus 123

Netscape Navigator, 
MS Internet Explorer

SMC, 3COM

Data link: Ethernet,  SNA
Transport: IPX, IP, SNA  

Ethernet

3270 -PC, Dynacom Elite

Win3.11, WinNT

Email Client Tool CA-eMail, cc:Mail

Sub-Domains Baseline Products 

3270 Gateway

3270 Emulation

Topology

Protocols

Routers
Switches
Hubs

Components :  Communications Gateways

Network OS   

LAN-IPX, WAN-SDLC, LU6.2

3270-PC

LAN: Ethernet
WAN: X.25

SNA, LU6.2, IPX/SPX, 3270
RJE-3770  

NetWare 3.x/4.x   

Cisco
Cisco
Cabletron, Bay, Synoptics  

Network Management
SNA Gateways

Tivoli (Fault Coordinator, Netview)
NSA Gateways

Sub-Domains Baseline Products 

Network OS

LAN Topology

LAN Protocols

Components :  File/Print Server

Network Interface
Card (NIC)

Network Authentication

NetWare 3.x/4.x

Ethernet

Data link: Ethernet,  SNA 
Transport: IPX, IP, SNA  

---  

SMC, 3COM

DBMS (Desktop) FoxPro, dBase, MS-Access

Ethernet

Windows PC
Workstation

Windows PC
Workstation

June 1999      Rev.C
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Ethernet

IP Routed LAN Deployment

Windows PC
Workstation

Printer

Windows PC
Workstation

Printer

Router

NIC Card

Treasury
Communications
Systems (TCS)

IP/ATM Network

Non-Routed Non-LAN DeploymentIP Routed LAN Deployment

Switch

Cisco
Switches

E S C O N

Newington Data Center (NDC-1)

View Definition:

Components Within View:

Work Locations Involved

Sub-Domains Target Products 

Components : Remote Access Server

Network Server OS

Remote Access

Network Authentication

Sub-Domains Target Products 

3270 Gateway

3270 Emulation

Topology

Protocols

Routers
Switches

Components :  Communications Gateways

Sub-Domains Target Products 

Components : Mainframe 

Mainframe OS

DBMS (Enterprise)

OLTP

Message Oriented
Middleware

Mainframe ADE

Access Control

Network Mgmt

Performance Mgmt

This view depicts the Mainframe Architecture profile.
This represents the platforms of components needed
to provide the end-to-end solution from the
mainframes at the Newington Data Center to the
range of work locations.  The largest volume of
Customs’ users and application transactions in the
target timeframe will still be handled by this
architecture.

The Mainframe View includes the following
components:

Mainframe - includes all the sub-domains that are
managed on the mainframe, including applications,
enterprise databases, security and network
management components and web servers.
Remote Access Server - includes the services used
by internal and external users to connect to the
mainframe applications.
Communications Gateways  - the set of sub-domains
used to provide communications across both the WAN
and LAN infrastructure.
User Workstation - the services used by the
mainframe application users and consists mostly of
3270 emulation components.

This describes the work locations that are affected by
the Mainframe Architecture.  Since there are no
absolute rules that dictate  which field work locations
contain which types of technologies, this view is
organized by infrastructure capabilities and describes
these work locations in terms of IP, routed
environments and LAN usage.

Newington Data Center - Houses the mainframe
and remote access equipment.
HQ - Utilizes an IP routed LAN site environment.
Remote Users - Includes telecommuters local to DC
and Maryland, the Trade Community and dedicated
online connections to high volume external users,
such as FedEx.
CMC’s - Most are large IP Routed LAN sites.
POE’s  - In the target timeframe there will still be
some variance among small, medium and large
POE’s. The majority will migrate from non-routed
non-LAN sites to IP routed sites and the use of
cluster controllers will be retired.

Network OS   

Front End Processor

Mainframe
Print ServicesDASD Tape

LAN-IPX, WAN-SDLC, LU6.2

3270-PC, TN3270

LAN: Ethernet, Fast Ethernet
WAN: X.25, Frame over Relay

SNA, LU6.2, IPX/SPX, 3270
RJE-3770  

NetWare 3.x/4.x   

Cisco
Cisco

Network Management
SNA Gateways

Tivoli (Fault Coordinator, Netview)
NSA Gateways

OS/390

DB2, CA-DATACOM

CICS

MQSeries

Language: Assembler, COBOL, SAS (downloads), C++
4GL  Report Writer: CA-DATAREPORTER
4GL App Generator: CA-IDEAL
Software Config Mgmt: Endevor /MVS

TopSecret

Tivoli (Fault Coordinator), Netview

TMON

Netware 3.x/4.x

Metaframe (for DC users)

Cylink Secure Frame Unit

Web Server Software MVS: IBM Go Web Server

Sub-Domains Target Products 

3270 Emulation

LAN Topology

LAN Protocols

Components :  User Workstation  

Desktop OS

Network Interface
Card (NIC)

Office Applications

Web Browser

MS Project, MS Office

MS Internet Explorer

3COM

Data link: Ethernet,  SNA
Transport: IPX, IP, SNA  

Ethernet

3270-PC, Dynacom Elite,
TN3270

WinNT

Email Client Tool LotusNotes

DBMS (Desktop) MS-Access

Ethernet

Router

Switch

Cisco
Switches

Router

Switch

Cisco
Switches

Target June 1999      Rev.C

Trade Community

Online Connections

Dedicated
Lines

Modem Pool

Modem

Modem

Modem

Security Safenet 
Server

Citrix 
Winframe

GUI Mgt

Telecommuters (DC, MD)

Obsoleted
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Ethernet

IP Routed LAN Deployment

Windows PC
Workstation

Printer

Windows PC
Workstation

Printer

Novell NetWare
Server

Router

Windows PC
LAN ADMIN
Workstation

remote dial-up

NIC Card

Novell NetWare
File Server

IP Routed LAN Deployment

Modem

Telecommuters (DC, MD)

Front End Processor

Newington Data Center (NDC-1)

Ethernet

Router

Switch

Cisco
Switches

Non-Routed Non-LAN Deployment

Web Server

Enterprise
Database
Server

Application
Server

Windows PC
Workstation

Sub-Domains Target Products 

Components : Enterprise DBMS Server

DBMS (Enterprise)

DBMS Gateway

Database Mgmt

Sub-Domains Target Products 

Components : Application Server 

App/Database  OS

OLTP

Message-Oriented
Middleware

Client/Server ADE

Sub-Domains Target Products 

Network OS

LAN Topology

LAN Protocols

Components :  File/Print Server

View Definition:

Components Within View:

Work Locations Involved

This view depicts the Client/Server Architecture
profile and the components needed to provide the
end-to-end solution from application and enterprise
database servers at the Newington Data Center to
the users and other workgroup database servers in
the field.  The client/server deployment is currently
heaviest in the targeting and administrative
applications. With the implementation of IP across
the WAN, the capabilities and growth for Client/Serve
will be able to spread to many more sites.

The following components are included in the
Client/Server platform:

• Application Server
• Enterprise DBMS Server - Typically housed in
NDC and shared over WAN.
• Workgroup DBMS Server - Typically supporting a
2-Tier application at single work location.
• Web Server
• Communications Gateways
• File/Print Server
• User Workstation

This describes the work locations that are affected by
the Client/Server (C/S) Architecture.  Overall, the
widespread usage of C/S applications is constrained
by the limited number of sites with TCP/IP.

Newington Data Center - Houses the servers and
remote access equipment.
HQ - Utilizes an IP routed LAN site environment and
is a heavy user of the administrative C/S
applications.
Remote Users - Includes telecommuters local to DC
and Maryland. The Trade Community and dedicated
online connections to high volume external users do
not currently access C/S applications.
CMC’s - Most are large IP Routed LAN sites.
POE’s  - In the target environment there will still be
variance among small, medium and large POE’s.
However, with IP connectivity across the WAN, there
will be more usage of the current C/S applications,
such as ATS, and greater usage of web-enabled
applications.

Sub-Domains Target Products 

Components : Workgroup DBMS Server

Network Interface
Card (NIC)

Network Authentication

App/Database  OS

DBMS (Workgroup)

DBMS Gateway

Message Oriented  
Middleware

Database Mgmt

Workgroup
Database

Server

Sub-Domains Target Products 

Components : Web Server

Web Server Software

Internet Firewall

Internet/Web ADE

Sub-Domains Target Products 

3270 Gateway

3270 Emulation

Topology

Protocols

Routers

Switches

Components :  Communications Gateways

Network OS   

LAN-IPX, WAN-SDLC, LU6.2

3270-PC, TN3270

LAN: Ethernet, Fast Ethernet
WAN: X.25, Frame over Relay

SNA, LU6.2, IPX/SPX, 3270
RJE-3770  

NetWare 3.x/4.x   

Cisco

Cisco

Network Management

SNA Gateways

Tivoli (Fault Coordinator, Netview)

NSA Gateways

Sun Solaris, NT-S, 
AIX 4.x (Contained)

Oracle

Oracle Procedural Gateway APPC 
(Will be dropped when TCP/IP is
implemented)  

MQSeries

Oracle Toolset, Oracle Enterprise 
Manager, Precise SavantQ  

NetWare 3.x/4.x

Ethernet

Data link: Ethernet
Transport: IP, IPX

Cylink Secure Frame Unit 

Intel NIC, 3COM

Sun Solaris, NT-S,
AIX 4.x (Contained)

MS Visual Studio, MS C++, 
MS Visual Basic

CICS/6000

MQSeries

App/Database  OS

Message-Oriented
Middleware

MQSeries

Oracle

Oracle Toolset, Oracle Enterprise 
Manager, Precise SavantQ  

NT:  MS IIS

Raptor Eagle NT  

HTML , DHTML, MS Visual 
Interdev, ASP, VBscript, 
Javascript

Sub-Domains Target Products 

3270 Emulation

LAN Topology

LAN Protocols

Components :  User Workstation  

Desktop OS

Network Interface
Card (NIC)

Office Applications

Web Browser

MS Project, MS Office

MS Internet Explorer

3COM

Data link: Ethernet,  SNA
Transport: IPX, IP, SNA  

Ethernet

3270-PC, Dynacom Elite,
TN3270

WinNT

Email Client Tool LotusNotes

DBMS (Desktop) MS-Access

Sub-Domains Target Products 

Components : Remote Access Server

Network Server OS

Remote Access

Network Authentication

Netware 3.x/4.x

Metaframe (for DC users)

Cylink Secure Frame Unit

Sun Solaris, NT-S, 
AIX 4.x (Contained)

Oracle Procedural Gateway APPC 
(Will be dropped when TCP/IP is
implemented)  

App/Database  OS Sun Solaris, NT-S, 
AIX 4.x (Contained)

Treasury
Communications
Systems (TCS)

IP/ATM Network

Ethernet

Router

June 1999      Rev.C

Switch

Cisco
Switches

Cisco
Switches

Switch

Modem Pool

SecuritySafenet Server

Citrix Winframe GUI Mgt

Not Applicable
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View Definition:

Components Within View:

Work Locations Involved

This view depicts the Desktop profile.  This
represents the components needed to provide users
with stand-alone, local applications that are not
shared across the network or other work locations.
This will not change significantly in the target
environment, except for retirement of several desktop
products.

The following components are included in the
Desktop view:

• Desktop DBMS

• File/Print Server

• Communications Gateway

• User Workstation

This describes how work locations utilize the Desktop
Architecture.  Most all work locations use desktop
computers either for personal productivity or
emulation to a mainframe application.

Newington Data Center - Heavy PC and desktop
DBMS usage.
HQ - Heavy PC usage and DBMS usage.
Remote Users - Telecommuters use the same office
applications as other users.
CMC’s - Most are large IP Routed LAN sites with
PC’s and varying amounts of desktop DBMS usage
(such as MS Access databases).
POE’s  - The small number of sites that rely on 3270
dumb terminal emulation and cluster controllers will
be upgraded in the target environment and equipped
by PC’s.

Desktop Architecture Logical Platform Profile 

Non-Routed IP LAN DeploymentIP Routed LAN Deployment Non-Routed Non-LAN Deployment

Ethernet

Windows PC
Workstation

Printer

Windows PC
Workstation

Printer

Novell NetWare
Server

NIC Card

Novell NetWare
File Server

IP Routed LAN Deployment Non-Routed Non-LAN Deployment

Newington Data Center (NDC-1)

Ethernet

Desktop/Workgroup
Database

Application
Server

Windows PC
Workstation

Sub-Domains Target Products 

3270 Emulation

LAN Topology

LAN Protocols

Components :  User Workstation  

Desktop OS

Network Interface
Card (NIC)

Office Applications

Web Browser

MS Project, MS Office

MS Internet Explorer

3COM

Data link: Ethernet,  SNA
Transport: IPX, IP, SNA  

Ethernet

3270-PC, Dynacom Elite,
TN3270

WinNT

Email Client Tool LotusNotes

DBMS (Desktop) MS-Access

Sub-Domains Target Products 

3270 Gateway

3270 Emulation

Topology

Protocols

Routers

Switches

Components :  Communications Gateways

Network OS   

LAN-IPX, WAN-SDLC, LU6.2

3270-PC, TN3270

LAN: Ethernet, Fast Ethernet
WAN: X.25, Frame over Relay

SNA, LU6.2, IPX/SPX, 3270
RJE-3770  

NetWare 3.x/4.x   

Cisco

Cisco

Network Management

SNA Gateways

Tivoli (Fault Coordinator, Netview)

NSA Gateways

Sub-Domains Target Products 

Network OS

LAN Topology

LAN Protocols

Components :  File/Print Server

Network Interface
Card (NIC)

Network Authentication

NetWare 3.x/4.x

Ethernet

Data link: Ethernet
Transport: IP, IPX

Cylink Secure Frame Unit 

Intel NIC, 3COM

Ethernet

Windows PC
Workstation

Windows PC
Workstation

Target June 1999      Rev.C
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Ethernet

IP Routed LAN Deployment

Windows PC
Workstation

Printer

Windows PC
Workstation

Printer

Novell NetWare
Server

Router

Windows PC
LAN ADMIN
Workstation

remote dial-up

NIC Card

Novell NetWare
File Server

IP Routed LAN Deployment

Front End Processor

Modem Pool

Newington Data Center (NDC-1)

Ethernet

Router

Switch

Cisco
Switches

Non-Routed Non-LAN Deployment

Web Server

Enterprise
Database
Server

Application
Server

Windows PC
Workstation

Sub-Domains Target Products 

Components : Enterprise DBMS Server

DBMS (Enterprise)

DBMS Gateway

Database Mgmt

Sub-Domains Target Products 

Components : Application Server 

App/Database  OS

OLTP

Message-Oriented
Middleware

Client/Server ADE

Sub-Domains Target Products 

Network OS

LAN Topology

LAN Protocols

Components :  File/Print Server

View Definition:

Components Within View:

Work Locations Involved

This view depicts the Intranet and Web Architecture
profile.  The components within this view can be
divided into three general parts: the front-end web
browser, the middleware elements for
communications and web server software, and the
back-end elements for legacy applications and
databases.

The following components are included in the
Intranet and Web view:

• Web Server
• Application Server
• Enterprise DBMS Server
• Mainframe (for legacy data and large scale
applications)
• Communications Gateways
• File/Print Server
• User Workstation

This describes the work locations that are affected by
the Intranet and Web Architecture.  Since the
deployment of web applications is emerging and is
constrained by the lack of TCP/IP connectivity, there
are currently not many web applications in use
across Customs.

Newington Data Center - Houses the servers and
remote access equipment.
HQ - Utilizes an IP routed LAN site environment.
Remote Users - Includes dial-up connections to the
intranet in addition to external users of the Custom’s
Internet site.
CMC’s - Most are large IP Routed LAN sites.
POE’s  - There is high variance among small,
medium and large POE’s. The majority are non-
routed non-LAN sites and consequently do not utilize
intranet/web applications.

Sub-Domains Target Products 

Components : Workgroup DBMS Server

Network Interface
Card (NIC)

Network Authentication

App/Database  OS

DBMS (Workgroup)

DBMS Gateway

Message Oriented  
Middleware

Database Mgmt

Workgroup
Database

Server

Sub-Domains Target Products 

Components : Web Server

Web Server Software

Internet Firewall

Internet/Web ADE

Sub-Domains Target Products 

3270 Gateway

3270 Emulation

Topology

Protocols

Routers

Switches

Components :  Communications Gateways

Network OS   

LAN-IPX, WAN-SDLC, LU6.2

3270-PC, TN3270

LAN: Ethernet, Fast Ethernet
WAN: X.25, Frame over Relay

SNA, LU6.2, IPX/SPX, 3270
RJE-3770  

NetWare 3.x/4.x   

Cisco

Cisco

Network Management

SNA Gateways

Tivoli (Fault Coordinator, Netview)

NSA Gateways

Sun Solaris, NT-S, 
AIX 4.x (Contained)

Oracle

Oracle Procedural Gateway APPC 
(Will be dropped when TCP/IP is
implemented)  

MQSeries

Oracle Toolset, Oracle Enterprise 
Manager, Precise SavantQ  

NetWare 3.x/4.x

Ethernet

Data link: Ethernet
Transport: IP, IPX

Cylink Secure Frame Unit 

Intel NIC, 3COM

Sun Solaris, NT-S,
AIX 4.x (Contained)

MS Visual Studio, MS C++, 
MS Visual Basic

CICS/6000

MQSeries

App/Database  OS

Message-Oriented
Middleware

MQSeries

Oracle

Oracle Toolset, Oracle Enterprise 
Manager, Precise SavantQ  

NT:  MS IIS
MVS: IBM Go Web Server

Raptor Eagle NT  

Web Apps Developed with:
MS Visual Studio using HTML , 
DHTML, XML,  ASP, VBscript, 
Javascript
Active Server Components 
Created with VB, Java, C++

Sub-Domains Target Products 

3270 Emulation

LAN Topology

LAN Protocols

Components :  User Workstation  

Desktop OS

Network Interface
Card (NIC)

Office Applications

Web Browser

MS Project, MS Office

MS Internet Explorer

3COM

Data link: Ethernet,  SNA
Transport: IPX, IP, SNA  

Ethernet

3270-PC, Dynacom Elite, 
TN3270

WinNT

Email Client Tool LotusNotes

DBMS (Desktop) MS-Access

Sub-Domains Target Products 

Components : Remote Access Server

Network Server OS

Remote Access

Network Authentication

Netware 3.x/4.x

Metaframe (for DC users)

Cylink Secure Frame Unit

Sun Solaris, NT-S, 
AIX 4.x (Contained)

Oracle Procedural Gateway APPC 
(Will be dropped when TCP/IP is
implemented)  

App/Database  OS NT-S
MVS: OS/390

Treasury
Communications
Systems (TCS)

IP/ATM Network

Ethernet

Router

E S C O N

Mainframe
(Containing Web Server)

Print ServicesDASD Tape

July 1999      Rev.C

Legacy Mainframe 
Web Enabling

Host on Demand/Enterprise 
Class Library,   

Customs 
Website

(Hosted at 
FedWorld)

External Website Access 

Internet

Firewall

External User Access to Customs
Internet Website via Browser

Switch

Cisco
Switches

Cisco
Switches

Switch

Customs
Firewall

External Intranet Access 

External Community 
Access to Customs 

Intranet

TCS

Treasury
Firewall

Not Applicable
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Transition

Transition Plan Notes

Transition Plan and Conversion Schedule

  People, Skills,
Organization

  Technology

  Process

  Time

  Plan

Operational
Support

Conversion & Testing SupportPOC & Pilot SupportInfrastructure Core Support
Posturing

DB2 OS/390
Scoping

Investment
Management Process

(IMP/IRB)

DB2 OS/390 Conversions & Testing

DB2 OS/390
Operations

DB2 OS/390 Proof of
Concept & Pilots

Jan

2000

Jan

2001

DB2 OS/390 Core Technology

DB2 Infrastructure Core Support Team

DB2 Core Support Processes

DB2 Full Life Cycle Team - Conversion & Operational Phases

DB2 Conversion Processes

DB2 OS/390 Life Cycle Technology

Jan

1998

Jan

1999

DB2 Life Cycle Development Processes

ACE (2 mos.)

  Plan

cc:Mail
Life

Support

Lotus 
Organizer

Operation &
Support

Lotus Notes Messaging
Proof of Concept

Lotus Notes Pilot

Lotus Notes
Groupware Development

  Plan

IP/Frame Pilot
(51 Sites)

IP/Frame Ops.
and Support

All Other remaining Geographic Areas
N. Atlantic (Boston), E. Great Lakes (Buffalo) NY, Mid Atlantic, S.

Atlantic, N. Fla ., S. Fla., Gulf (New Orleans) Puerto Rico/Virgin
Islands

Site Relocations (Ongoing - Will Coincide with SNA/SDLC Transition to IP Technology)

EDW (2 mos .)

AES (2 mos .)

AST (14 mos.)
ACS (14 mos.)

TECS (18 mos.)

Jan

2002

Lotus Notes Plan 

Network Plan 

DB2 Application Conversion Plan

Lotus Notes Implementation Plan 

IP/Frame Relay Network Plan 

ACE 9/1/99 - 10/29/99 2 mos.
AES 11/1/99 - 12/31/99 2 mos.
WHS 11/1/99 - 12/31/99 2 mos.
AST 1/3/00 - 2/28/01 14 mos.
TECS 3/1/00 - 8/31/01 18 mos.
ACS 5/1/00 - 6/29/01 14 mos.

The stages of Notes engineering, deployment
and timeline are subject to change pending a
decision to obtain contractual support for
those activities.

1. Rollout geographically by CMC
2. Assume funding 1 Oct 99
3. Research issues pertaining to OGA’s  &
Brokers
4. Puerto Rico / Virgin Islands to take longer
than others.

June 1999      Rev.C

DB2 OS/390 Plan and Conversion Schedule
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